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This quick-start guide provides basic information on configuring,
building, and installing applications for the EFR32MG family of | XEXFEATURES

SoCs using Zigbee EmberZNet SDK v.6.7.x with Simplicity | ., proguct overview

Studio® 4 and v. 6.8.x through 6.10.x with Simplicity Studio 5. The | . Setting up your development environment

Simplicity Studio interface in this guide is accurate through version | « instaling Simplicity Studio and Em-
5.2. berZNet PRO

o Creating an example application network
In December 2021 Silicon Labs introduced Zigbee EmberZNet | « Using the Network Analyzer

SDK 7. Zigbee EmberZNet SDK 7 contains significant changes
compared to earlier SDKs. Many of these changes are due to an
underlying framework redesign that results in an improved
developer experience within Simplicity Studio 5 (SSv5). Projects
are now built on a component architecture instead of AppBuilder.
Simplicity Studio 5 includes project configuration tools that provide
an enhanced level of software component discoverability,
configurability, and dependency management. See QSG1780:
Zigbee EmberZNet Quick-Start Guide for SDK 7.x and Higher if you
are using or planning to use Zigbee EmberZNet SDK 7 .x.

This guide is designed for developers who are new to EmberZNet PRO and the Silicon
Labs development hardware. It provides instructions to get started using the example
applications provided with the EmberZNet PRO stack.
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1 Product Overview

Before following the procedures in this guide you must have

e Purchased your EFR32MG Mesh Networking Kit (see  http://www.silabs.com/products/wireless/mesh-network-
ing/zigbee/Pages/zigbee.aspx ).

e Downloaded the required software components, as described below. A card included in your development hardware kit contains a
link to a Getting Started page, which will direct you to links for the Silicon Labs software products.

Note on Simplicity Studio Versions and Terminology:

EmberZNet PRO SDK v 6.8.0 was released with, and is only compatible with, Simplicity Studio 5 (SSv5). Among many improvements
SSv5 introduced the Simplicity Studio 5 User’s Guide, available online at https://docs.silabs.com/ and through SSv5’s help menu. Stand-
ard information, such as how to download SSv5 and the EmberZNet PRO stack and descriptions of SSv5 features and functions, are
provided in that guide, and are not repeated here. Throughout this document, “Simplicity Studio” means the information is generic across
Simplicity Studio 4 (SSv4) and SSv5.

SSv5 introduces a new user workspace. As a result, Ember ZNet projects that were developed in Ember ZNet 6.7.x and Simplicity Studio
4 must be migrated over to the new workspace, after which they can be upgraded to Ember ZNet 6.8. See Section 1.6 Migrating an
Ember ZNet Project from Simplicity Studio 4 to Simplicity Studio 5 for details.

1.1 Software Components

See the stack release notes for version restrictions and compatibility constraints for the stack and these components. To develop Em-
berZNet PRO applications, you will need the following.

e Simplicity Studio 5 (SSv5) (for stack version 6.8.x and higher) or Simplicity Studio 4 (SSv4) (for stack version 6.7.x). Simplicity Studio
is the core development environment designed to support the Silicon Labs loT portfolio of system-on-chips (SoCs) and modules. It
provides access to target device-specific web and SDK resources; software and hardware configuration tools; an integrated develop-
ment environment (IDE); and advanced, value-add tools for network analysis and code-correlated energy profiling. EmberZNet PRO
uses AppBuilder as the code configuration tool in Simplicity Studio. Online help for AppBuilder and other Simplicity Studio modules is
provided.

e The EmberZNet PRO stack, an advanced implementation of a Zigbee stack, installed through Simplicity Studio. The stack API is
documented in an online API reference. The stack is delivered as a collection of libraries that you can link to your applications. A
description of each library is provided in the development environment. The release notes contain details on the folders installed along
with their contents.

e Simplicity Commander, installed along with Simplicity Studio. A GUI with limited functionality can be accessed through Simplicity
Studio’s Tools menu. Most functions are accessible through a CLI invoked by opening a command prompt in the Simplicity Com-
mander directory (\SiliconLabs\SimplicityStudio\v4\developer\adapter_packs\commander). See UG162: Simplicity Commander Ref-
erence Guide for more information.

e Compiler toolchain:

e GCC (The GNU Compiler Collection) is provided with Simplicity Studio. GCC is used in this document. However, you must use
IAR to compile the following:
e A part with less than 512 kB, such as the EFR32xG1
¢ Any of the Dynamic Multiprotocol examples

Note: Application images created with GCC are larger than those created with IAR. If you use GCC to compile the example
applications in this SDK, you must use a part with at least 512 kB of flash.

¢ |AR Embedded Workbench for ARM (IAR-EWARM).

Note: See the SDK Release Notes for the IAR version supported by this version of the EmberZNet SDK. Download the supported
version from the Silicon Labs Support Portal, as described in section 1.5 Using IAR as a Compiler. Refer to the “QuickStart
Installation Information” section of the IAR installer for additional information about the installation process and how to configure
your license. Once IAR-EWARM is installed, the next time Simplicity Studio starts it will automatically detect and configure the IDE
to use IAR-EWARM.

While Simplicity Studio and Simplicity Commander can be run on a Mac OS or Linux machine, these instructions assume you are working
with a Microsoft Windows-based PC. If you are using a non-Windows system, IAR-EWARM must be run via WINE or some other form of
emulator or virtual machine.
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1.2  Support

You can access the Silicon Labs support portal at https://www.silabs.com/support through Simplicity Studio. Use the support portal to
contact Customer Support for any questions you might have during the development process.

1.21 SSv5

Access is through the Welcome view under Learn and Support. Note that you can return to the Welcome view at any time through the
Welcome button on the toolbar.

= wirel Staging 35 - soc_empty_ &' empty_dskp - Simplicity Sudic ™ . o *
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smcneamnansossse | Welcome to Simplicity Studio

Ewverything you need to develop, research, and configure devices for loT applications.

Get Started

Select a connected device or search for a product by name to see available documentation, example projects, and demos.
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1.2.2 SSv4

Access is through the Resources tab, as described in section 8.6 Accessing Documentation and Other Resources.

1.3 Documentation

Documentation is accessed through Simplicity Studio. Simplicity Studio filters documentation based on the connected or selected part.
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1.3.1 SSv5

Hardware-specific documentation can be accessed through links on the part OVERVIEW tab.

4 v5.relStaging 49 - Simplcity Studso ™ - o x
File fdit Nwogate Seych Project Bun Wndow Help
1y Viedcome fD) Recent Bf Tools & Install 2} Preferences T | 27 Launcher

B Debug Adapters =8
e wwe-r ... EFR32MG122400/915MHz 19 dBm RB, WSTK Mainboard (ID: 000440085390)

EFRIZMG12 2400/915 Mikz 18 dBm RE {|0-440085390)

OVERVIEW EXAMPLE PROJECTS DOCUMENTATION DEMOS COMPATIBLE TOOLS

Create New Project

| General Information | Recommended Quick Start Guides
Gonnected Via: # J-Link Bifison Labs " Corfigure & gse! d with the Silican Labs Flex SDK for the Wireless Gecko (EFR32)
'or!
Debug Mode: Onboand Device (MCU). »# Cha @ QSG155: Using the Silicon Labs Dynamic Multiprotocol Demonstrations
Adapter FW- 1w4p4b1099 Latest QSG139: Bluetooth® SDK v2.x Quick-Start Guide
Preferred SDK
Gecko SOKSUMev300  MansoeSDKs
) My Products He e o®m= 0
[Enter product name |
5 My Products 1
| Board | Board | Target part
Wireless Starter Kit Mainboard (BRD4001A EFR32MG12 2400/915 MHz 19 dBm Dual
EFR32MG12P433F10246L125
Rev AD1) Band Radio Board (BRD4164A Rev ADZ)

: = i T € 2020 Silicon Labs

SDK documentation and other references are available through the DOCUMENTATION tab. Filter with the Zigbee Technology Type
checkbox to see documentation most closely related to the EmberZNet PRO SDK.

v5.rel.Staging_388 - railtest/railtest.slcp - Simplicity Studie™ - O X
File Edit Navigate Search Project Run Window Help

) Welcome (D Recent §5 Tools ¥ Install %8 Preferences = | |47 Launcher {} Simplicity IDE
it Debug Adapters| =0

RO XRB-0B D EFR32MG12 2.4 GHz 19 dBm RB, WSTK Mainboard (ID: 000440085388)

> EFR32MG12 2.4 GHz 19 dBm RB (1D:440085328)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS
Read documentation written for your device

~  63resources found
Filter on keywords
AN1084: Using the Gecko Bootloader with EmberZNet
~ Resource Type @ Clear Filter Includes detailed information on using the Silicon Labs Gecko Bootloader with EmberZNet. It supplements the general Gecko
Bootloader implementation information provided in UG266: Silicon Labs Gecko Bootloader User's Guide.
[ Application Notes (31)

[[] Data Sheets (0)
[ Errata (0) EmberZNet PRO Release Notes

Lists compatibility requirements and sources for all software components in the development environment. Discusses the latest

[ Quick start Guides (1) changes to the EmberZNet PRO stack (and assaciated utilities) including added/deleted/deprecated features/API, and lists bugs that

] Reference Manuals (0) have been fixed since the last release and any pending ones
Release Notes (2
(3 My Products G+ X&E B EHT O o ®
Enter product name | O cendLoroutlesi(0) UG103.01: Wireless Networking Fundamentals

D User's Guides (12) Introduces some fundamental concepts of wireless networking. These concepts are referred to in other Fundamentals documents. If
you are new to wireless networking, read this document first.

[[] white Papers (0)

[ other(17)

UG103.02: Zigbee Fundamentals

~ Clear Filter
Technology Type @ Describes the key features and characteristics of a Zigbee solution. It also includes a section on Zigbee 3.0.

[ Bluetooth (2)

[] Bluetooth Mesh (0)
UG104: Testing and Debugging Applications for the Silicon Labs EFR32MG Platform
D Bootloader (1) Describes strategies for testing and debugging applications, including: hardware and application considerations, initial development
] operating Systems (5) testing, and lab testing. For additional information about later stages of programming and testing see application notes AN700.1
Manufacturing Test Guidelines and AN718: Manufacturing Test Overview.
[ Proprietary (27)
[J Thread (1)

Zigbee (63) UG391: Zigbee Application Framework Developer's Guide

= Covers the framework structure and usage. Topics include the callback interface, time handling, event management, attributes o

!
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1.3.2 SSv4

Stack documentation is accessed as described in section 8.6 Accessing Documentation and Other Resources. SSv4 also provides links
to hardware documentation and other application notes. See the release notes for further details about the EmberZNet PRO software.

14 Gecko Platform

The Gecko Platform is a set of drivers and other lower-layer features that interact directly with Silicon Labs chips and modules. Gecko
Platform components include EMLIB, EMDRYV, RAIL Library, NVM3, and mbedTLS. Application developers using EmberZNet plugins,
Hardware Configurator interface, or APls may not need to interact directly with the Gecko Platform as the code does that for you. For
more information about Gecko Platform, see release notes that can be found in Simplicity Studio’s Launcher perspective.

e SSv5: On the DOCUMENTATION tab, filter by Resource Type: Release Notes
e SSv4: On the Getting Started tab, under SDK Documentation, Release Notes

1.5 Using IAR as a Compiler

If you plan to use IAR as your compiler (required for dynamic multiprotocol and Micrium OS examples), find the Release Notes on the
SDK Documentation list and check for software version requirements, in particular for IAR-EWARM. To install IAR-EWARM:

1.  Go to the Customer Support portal as described in section 1.2 Support.

2. If you are not already signed in, sign in.

3. Click the Software Releases tab. In the View list select Latest EmberZNet Software. Click Go. In the results is a link to the appro-
priate IAR-EWARM version.

Download the IAR package. This is a large package - download time depends on connection speed but can take 1 hour or more.
Install IAR.
In the IAR License Wizard, click Register with IAR Systems to get an evaluation license.

N o o~

Complete the registration and IAR will provide an evaluation license.

1.6  Migrating an Ember ZNet Project from Simplicity Studio 4 to Simplicity Studio 5

Simplicity Studio 5 (SSv5) introduces a new user workspace. As a result, Ember ZNet projects that were developed in Ember ZNet 6.7
and Simplicity Studio 4 must be migrated over to the new workspace, at which point they can be upgraded to Ember ZNet 6.8.

Follow this procedure to move projects and compile them with Ember ZNet 6.8 under Simplicity Studio V5.

1. Install SSv5. When you run SSv5, it creates a new workspace called the “v5_workspace” for example:

/Users/<username>/SimplicityStudio/v5 workspace/

2. Locate your previous project. If it was created in Ember ZNet 6.7 and you used the default location you will see it in the Simplicity
Studio v4 workspace. For example:

/Users/<username>/SimplicityStudio/v4 workspace/

3. Create a temporary directory inside the v5_workspace called <project name>_temp for your important application-specific files.

[Pt

4. Copy the project’s “.isc”, “.hwconf’ and “callbacks.c” file into the new temporary directory. In addition, copy any other application-
specific files you have created into this directory.

5. Start SSv5.
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6. Select File > Import... and browse to the temporary directory containing your copied files. You should have the option of importing
the project as an “External Project Type”.

'@e0® Import Project

1 Project Search 5 g
1 Select a location to scan for a project @ 1
]

Select a project to import:

[Usersjwehale/SimplicityStudio/va_workspace/Z3SwitchSoc_temp Browse... n
' Detected projects: r
i Project Name Project Type
|| Z3SwitchSoc External Project Type
1

7. Import the project. Be sure to set the stack to the EmberZNet 6.8 stack. The project name should default to the original name of the
project, in this case Z3LightSoc.

8. You should see the project inside the Simplicity Studio IDE.

9. Copy the files out of your <projectname>_temp directory into your actual project directory by right-clicking the files in Simplicity Studio
and choosing “Copy Linked Files into Project”.

v Copy Linked File into Project

g Browse Files Here

T @ Open Command Line Here
g

g

Properties £

10. Double click the .isc file in the Simplicity Studio to open the project in AppBuilder.

11. Change the generation directory from the old <v4_workspace>/<project name> directory to your project directory inside your new V5
workspace. In the example this is /Users/<username>/SimplicityStudio/v5 workspace/Z3LightSoc

12. Be sure to change the path to any “Included” files in your project by modifying the Includes Tab as necessary.

& General | ZCLClusters | %, Zigbee Stack | % Printingand CLI (@) HAL | Plugins (& Callbacks | % Includes % Other options | () Bluetooth GATT

~ Additional .c and .h files, include paths, libraries

Name External file path referencec File Add file...
[ SEGGER Absolute path /Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3.0/util/third_par

[Eisegger Absolute path /Applications/Simplicity Studio.app/C: sdks/gecko_sdk_suite/v3.0/platform/base/hal/micro/cortexm3/efm32/co... Add directory...
:mhadtls Absolute path /Appl\:ahunslswmpllc\ly Studio.app/C ip: perfsdks/gecko_sdk_suite/v il/third_par Remove
:mbedtls Absolute path icati i Eclij ko_sdk_suite/v! ilfthird_party/mbedtls/include/mbedt|

ESinclude Absolute path \s/Simplicity Studio.app/C i _sdk_suite/v3.0/util/third_party/mbedtls/include

Elinclude Absolute path J/Applications/Simplicity Studio.app/Contents/Eclipse/developer/sdks/gecko_sdk_suite/v3. Ofutllflhlrdjarty,‘mbedt\s/sl cryptofinclude

Emhedtls Absolute path JApplications/Simplicity Studio. appicuntents}E:I|pse/deve\aper/sdksfgeckn sdk_suite/v3. il pl! dtl.

Esi\abs_core Relative to framework ications/ uupm.uy Studio.app/C i ko_sdk_suite/v: [ igh | sildery...[.. /. ffram...

ESimac Relative to framework i ,_sdk_suite/v3.0/protocol/zigheeftool/appbuilder../../app/fram...

Einc Relative to framework /Applicatmns[S\ .cmy Studio. apptCuntEnlstcl|pse/deve\nperﬁsdksfgecku sdi_suite/v3.0/pratocol/zigbeeftool/appbuildery..[../app/fram...

ESicommon Absolute path 1 y Studio.app/Cor _sdk_suite/v3.0/platform/radio/rail_lib/plugin/coexistence/common

13. Generate the application.
14. Compile the application.
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2 Set Up Your Development Environment

2.1 Connect the Mainboard

Connect your mainboard, with radio board mounted, to your PC using a USB cable. By having it connected when Simplicity Studio installs,
Simplicity Studio will automatically obtain the relevant additional resources it needs.

Note: For best performance in Simplicity Studio, be sure that the power switch on the mainboard is in the Advanced Energy Monitoring
or “AEM” position as shown in the following figure.
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Figure 1. EFR32MG12 on a WSTK

2.2  Register your Development Kit

Before you install Simplicity Studio, you need to create an account on the support portal. Be sure to record your account username and
password as you will use it to log in to Simplicity Studio. You can also register through Simplicity Studio during installation if you prefer.

Properties in your Salesforce account determine what update notifications you will receive. To review or change your subscriptions, log
in to the portal, click HOME to go to the portal home page and then click the Manage Notifications tile. Make sure that Software/Security
Advisory Notices & Product Change Notices (PCNs) is checked, and that you are subscribed at minimum for your platform and protocol.
Click [Save] to save any changes.

2.3  Install Simplicity Studio and the EmberZNet PRO Stack

Ember ZNet PRO v6.8.x and Simplicity Studio 5: SSv5 and stack installation and getting started instructions along with a set of detailed
references can be found in the online Simplicity Studio 5 User’s Guide, available on https://docs.silabs.com/ and through the SSv5 help
menu.

EmberZNet PRO v6.7.x and Simplicity Studio 4: SSv4 and stack installation instructions and a Launcher perspective overview may be
found in APPENDIX: SSv4 Installation and Overview.
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3 About Demos and Examples

Because starting application development from scratch is difficult, the EmberZNet SDK comes with a number of built-in demos and
software examples covering the most frequent use cases. Demos are pre-built application images that you can run immediately. Software
examples can be modified before building the application image. The software examples with the same names as the demos provide the
demo functionality.

Note: The demos and examples you see are determined by the part selected. If you are using a custom solution with more than one
part, be sure to click on the part you are working with to see only those items applicable to that part.

Silicon Labs recommends that you start your own development with a use case-based example and modify it according to your needs. If
none of the use case-based examples meet your needs, you can start with the ZigbeeMinimal example. The examples provide default
configurations needed by the stack and a basic application structure that you can build upon.

3.1 Demos

Demos are prebuilt application examples that can be directly downloaded to your device. These demos are compatible with EFR32MG12
on either board 4161A or 4162A. You will not see the demos in Studio unless you have one of these devices selected. If you have more
than one device connected, make sure that one of these devices is selected in the Device view. To download and run a demo on your
device:

In SSv5: Select your device, click on the Example Projects & Demos tab in the Launcher perspective. Turn off the Example Projects
switch to see only demos, and click RUN next to the demo to load..

a vs.rel.staging 388 - railtest/railtest.slcp - Simplicity Studio™ - [m} x
File Edit Mavigste Search Project Run Window Help

| ff Welcome D Recent 2 Tools ¥, Install 2% Preferences {55 | 4 Louncher {} Simplicity IDE
BH Debug Adapers| =8

SREARRG-TEE EFR32MG12 2.4 GHz 19 dBm RB, WSTK Mainboard (ID: 000440085388)

EFR32MG12 2.4 GHz 19 dBm RB (/D:440085388)
OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

-

Filter on keywords DynamicMultiprotocolLightSed
This is a sample application demonstrating a sleepy light application using dynamic multiprotocol (ZigBee + BLE) and RUN
Demos . NVM3 fer persistent storage. Requires |AR.

Example Projects »
o What are Demo and Example Projects? DynamicMuItiprotocoISwitch
This is a Zigbee switch application using NVM3 designed to work with the dynamic multiprotocal demonstration light RUN

~ Technology Type @) Cleac Frter Requires IAR.

[] Bootloader (0)

[] Platform (0)
(3 My Products (R =] =g
[ Proprietary (1) Flex (RAIL) - Range Test DMP

| Enter product name ‘ Range Test with Bluetooth connectivity. It runs on top of Micrium OS RTOS and multiprotocol RAIL. This is a

D Zigbee (0) customizable application that demonstrates over the air range of the EFR32. This sample app can act as a Transmitter
~ Provider © Clear Fiter and a Receiver. The role can be selected in the LCD menu. Flashing this app into two separate boards makes it RUN
possible to test the features and specification of the radio. The sample also provides an example how the RAIL API
[0 Gecko sDk suite v3.1.0 (0) can be used. A menu is displayed in the LCD, which allows the user to see the most important information about the
D None Specified (6) settings and also change some of them. The left button navigates in the menu and the right button selects or change...
D peripheral_examples (0)
A Quality € Clear Filter |
Z3Light
[ None Specified (6) This is a ZigBee 3.0 light application using NVM3 as the persistent storage RUN
[J PRODUCTION (0)
Z3Switch
RUN

This is a ZigBee 3.0 switch application using NVM3 as the persistent storage

!
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In SSv4: Drop down the demo list and click the demo. In the Mode drop-down in the next dialog, select Run. Click Start.

== Demos X
Select Demo
Select a demo and the mode with which to run it.
Name Description
DynamicMultiprotocolLight This is a sample application demonstrating a li..
DynamicMultiprotocolLightSed This is a sample application demonstrating a ...
DynamicMultiprotocolSwitch This is a Zigbee switch application using NVM...
ZiLight This is a ZigBee 3.0 light application using NV...
Z35witch This is a ZigBee 3.0 switch application using N...
This is a sample application demonstrating a light application using dynamic multiprotocol (Zighee + BLE) and NVMS for
persistent storage. Requires IAR.
Mode: | Run iV
Filter by selected product line

The EmberZNet demos are:

Simple Zigbee 3.0 Network

Z3Light: Zigbee 3.0 Light application.
Z3Switch: Zigbee 3.0 Switch application.

For the Light and Switch demos, press Button0O on the Switch device to initiate the network. The light device should bind to the network
automatically. Once the switch has finished finding and binding, you can use Button0 as an On/Off toggle.

This may not be successful, because some timeouts are included in the button functionality. If so, use the Command Line Interface to set
up the demo network. The CLI commands can be entered in the Serial Console, as described in the final step of the section 4.3 Config-
uration and Generation.

Once the Z3Light app starts running, it makes many attempts to join a network, at the end of which it sets up its own distributed network.
Once the Info command indicates that it is in a network (that is, has a PAN ID and Node ID), use the CLI command:

plugin network-creator-security open-network

You should get the response:

NWK Creator Security: Open network: 0x00
pJdoin for 254 sec: 0x00
NWK Creator Security: Open network: 0x00

Now the device is ready for joining. In the Z3Switch App, instead of using the button, first make sure it has not joined any networks by
issuing:

network leave

Then you can enter the command:
plug network-steering start 0O
This will kick off the joining process.

Dynamic Multiprotocol

DynamicMultiprotocolLight, DynamicMultiprotocolLightSed, and DynamicMultiprotocolSwitch: Companion applications demon-
strating Zigbee/Bluetooth LE dynamic multiprotocol functionality on specified development kit hardware. See QSG155: Using the Silicon
Labs Dynamic Multiprotocol Demonstration for instructions on using the demos, and the development kit hardware that supports them.
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3.2  Software Examples

Note: Examples provided for the EFR32xG12 and newer parts include Silicon Labs Gecko Bootloader examples. Examples are pro-
vided for all compatible Simplicity Studio SDKs. When configuring security for a Gecko Bootloader example, you must use
Simplicity Commander, not the Simplicity Studio IDE interface. For more information on using the Gecko Bootloader see UG266:
Silicon Labs Gecko Bootloader User Guide.

Some EmberZNet software examples are specifically for SoC applications. If you are not familiar with the differences between System-
on-Chip (SoC) and Network Coprocessor (NCP) application models, see UG103.03: Application Development Fundamentals: Design
Choices. For more information on Green Power Devices see UG392: Using Silicon Labs Green Power with EmberZNet PRO.

You can start an example from the list on the Launcher perspective, as described in section 4 Starting an Example Application. This list
is filtered by the selected device.

To see all examples, including the Host and NCP examples:
In SSv5: Click File > New > Project. Drop down the Simplicity Studio group and select Silicon Labs AppBuilder Project.
In SSv4: Click File > New Project > Silicon Labs AppBuilder > Project.

If you access examples in this way, the NCP examples are based on the Customizable network coprocessor (NCP) applications type,
and the SoC and Host examples are based on the Silicon Labs Zigbee type. Be sure to check the complete example description for any
platform restrictions.

Note: The checkbox “Start with a blank application” on the screen listing the applications produces an incorrectly-configured starting
project, and should not be used. Instead, start with the ZigbeeMinimal example.

The following descriptions group related examples together. Examples followed by (SoC) or (Host) are available through the Silicon
Labs Zigbee\EmberZNet <version> SoC or EmberZNet <version> Host stacks, respectively. Examples followed by (NCP) are avail-
able through Customizable network coprocessor (NCP) applications. Examples followed by (GP) are available through Green Power
Device Framework.

3.2.1 Zigbee 3.0 Network
For network formation instructions, see the corresponding demos in the section above.

The Z3Light and Z3Switch applications were developed for specific development kit hardware. Use on other devices may require some
GPIO remapping using the Hardware Configurator tool, described in section 7.2 Hardware Configurator.

Z3Light (SoC): Zigbee light application. Acting as a router it can form a distributed network. Acting as a touchlink target it can touchlink
with the Z3Switch, which is acting as a touchlink initiator.

Z3LightGPCombo (SoC): Zigbee light application with Green Power combo basic functionality.
Z3Switch (SoC): Zigbee switch application, acting as an end device, can join the network.

Z3Gateway (Host): Simple gateway application that can form a centralized network, and the light and the switch can join the centralized
network by performing network steering.

3.2.2 Dynamic Multiprotocol Demonstration

These applications are the source for the EmberZNet/Bluetooth dynamic multiprotocol demos described in QSG 155: Using the Silicon
Labs Dynamic Multiprotocol Demonstration. AN1133: Dynamic Multiprotocol Development with Bluetooth and Zigbee contains a summary
procedure for these examples, describes how to change configuration settings to make an EmberZNet application into a dynamic multi-
protocol application, and contains details on the functionality underlying this demo. All applications are configured with NVM3 for persistent
storage. These applications were developed for specific development kit hardware. Use on other devices may require some GPIO re-
mapping using the Hardware Configurator tool, described in section 7.2 Hardware Configurator.

DynamicMultiprotocolLight (SoC): Demonstrates the Zigbee and Bluetooth stacks running concurrently as MicriumOS tasks.

DynamicMultiprotocolLightSed (SoC): Demonstrates the Zigbee and Bluetooth stacks running concurrently as MicriumOS tasks. The
Light is configured as a Zigbee Sleepy End Device (SED) and searches for a network to join.
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DynamicMultiprotocolSwitch (SoC): This application only uses Zigbee and is not a dynamic multiprotocol application itself. It is to be
used with the DynamicMultiprotocolLight sample to demonstrate the control of a dynamic multiprotocol device from a Zigbee network.

3.2.3 Host/NCP Applications Controlling an LED

XncpLed (Host): Presents a HOST application for communicating with an NCP application using custom EZSP commands. It is meant
to be used with the NCP sample application xNCP LED.

xNCP LED (NCP): Presents an NCP application for communicating with a UNIX HOST using custom EZSP commands. This application
is meant to be used with the HOST sample application XncpLed.

3.2.4 NCP Application Examples

All applications can be built as configured, or optionally can be augmented with customizations for target hardware, initialization, main
loop processing, event definition/handling, and messaging with the host.

NCP SPI (NCP): This NCP application supports communication with a host application over an SPI interface.

NCP UART HW (NCP): This NCP application supports communication with a host application over a UART interface with hardware flow
control.

NCP UART SW (NCP): This NCP application supports communication with a host application over a UART interface with software flow
control.

3.2.5 Green Power Device
Green Power Device: Green Power Device example.

Green Power Sensor: Green power sensor device that reports periodically.

3.2.6 Minimal Configuration

ZigbeeMinimal (SoC): This is a Zigbee minimal network-layer application suitable as a starting point for new application development.

3.2.7 Testing

StandardizedRfTesting: This is a pre-standardization implementation of Zigbee's RF testing standard. It utilizes the TIS (Total Isotropic
Sensitivity)/ TRP (Total Radiated Power) testing interfaces and is optional for Zigbee certifications.
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4 Starting an Example Application

In these instructions you will compile and load two example applications, Z3Light and Z3Switch. Section 5 Creating a Network describes
how to use the examples to create a network. Section 6 Using the Network Analyzer describes how to use Network Analyzer to observe
traffic across the network.

When working with example applications in Simplicity Studio, you will first execute the following steps:

1. Select an example application.

2. Generate application files.

3. Compile and flash the application (and, the first time, a bootloader) to the radio board.

These procedures are illustrated for a mainboard with an EFR32MG. Note: Your SDK version may be later than the version shown in the
procedure illustrations.

Note: SDK version 6.0 and later contain a number of changes to the way hardware peripherals are configured and managed. You may
see the following dialog when you open an example or generate code. Always click Yes.

«= Confirm Download b4

Downleading configurator data for device EFR32MG12P332F1024GL125

[] Automatically download offline content when needed

Yes No

The procedure to create a project based on an example application is different in SSv5 and SSv4. Once the project is created, the process
is the same. The only difference is that SSv5 has a toolbar available that SSv4 does not.

SSv5:
s v5.rel Staging_d5 - Z35witchSoc/Z3SwitchSocise - Simplacity Studio ™ - [u] 4
Ede [Edit Navigate Seprch Project Bun  Window Help % App Builder
e Rrimdy LR . ta o i p o« o i Z'jl;lﬂwelcome D) Recent B35 Tools & Install % Preferences l [F | & Launcher {} Simplicity IDE
SSv4:
=== Simplicity IDE - Z35witchSoc/Z35witchSoc.isc - Simplicity Studio ™ - a X
File Edit Mavigate Search Project Run Window Help &% App Builder
(v Qi - | B~~~ T vt oy o« »]| i | 59| 1 Leuncher {} Simplicity IDE
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41  Starting an Example in SSv5

SSv5 offers a variety of ways to begin a project using an example application. The online Simplicity Studio 5 User’s Guide, available both
through https://docs.silabs.com/ and the SSv5 help menu, describes them all. This guide uses the File > New > Silicon Labs Project
Wizard method, because it takes you through all three of the Project Creation Dialogs.

1. Open SSv5'’s File menu and select New > Silicon Labs Project Wizard. The Target, SDK, and Toolchain Selection dialog opens. If
you want to change the toolchain from the default GCC to IAR, do so here. Click NEXT.

Note: If you have both IAR and GCC installed, GCC is the default. Note that if you are compiling the example for a part with less than
512 kB, such as the EFR32xG1, or you are compiling the Dynamic Multiprotocol Light(s) or Switch examples, you must use IAR.

= New Project Wizard m] X

Target, SDK, and Toolchain Selection
Select the target board, device, SDK, and IDE/tooclchain to use for the project.

° Target, SDK ° Examples ° Configuration

Target Boards:
Search or Select -
EFR32MG12 2400/915 MHz 19 dBm Dual Band Radio Board (BRD4164A Rev A02) 0
Wireless Starter Kit Mainboard (BRD4001A Rev A01) 0
Target Device:
Search or Select

EFR32ZMG12P433F1024GL125

SDK:
Select SDK

Gecko SDK Suite: Flex 3.0.0.0, Micrium OS Kernel, Platform 3.0.0.0 -

O Manage SDKs
IDE / Toolchain:

Select IDE / Toolchain

implicity IDE / GNU ARM v7.2.1 -

Simplicity IDE / GNU ARM v7.2.1

Simplicity IDE / IAR ARM v8.30.1.114

IAR Embedded Workbench

Makefile IDE

CANCEL | BACK | m ‘ FINISH |

silabs.com | Building a more connected world. Rev.2.5 [ 13



https://docs.silabs.com/

QSG106: Zigbee EmberZNet PRO Quick-Start Guide for SDK 6.x and Lower
Starting an Example Application

2. The Example Project Selection dialog opens. Use the Technology Type and Keyword filters to search for a specific example, in this
case Z3Switch. Select it and click NEXT.

New Project Wizard O x

Example Project Selection
Select the project template to open in Simplicity IDE.

o Target, SDK o Examples ° Configuration

14 resources found
Filter on keywords
xNCP LED
Technology Type @ Clear Filter An extensible network co-processor (xNCP) application with an LED
controlled by a HOST.
] Bootloader (9)
Platform (30,
u &0 ZigbeeMinimal
Proprietary (24 This is a ZigBee minimal SoC network-layer application suitable as a
prietary ( g yer app

starting point for new application development
Zighee (14) Je = z

Provider @ ClearFilter
Z3Switch

[[] Gecko SDK Suite v3.1.0 (0) This is a ZigBee 3.0 switch application using NVM3 as the persistent
storage

[C] None Specified (14) g

[[] peripheral_examples (0)
Z3LightGPCombo

Quality © Clear Filter

This is a ZigBee 3.0 light application with Green Power endpoint, Green

Power Proxy and Sink functionality
[C] None Specified (14) J Y

[J PRODUCTION (D)
Z3Light
This is a ZigBee 3.0 light application using NVM3 as the persistent
storage.

StandardizedRfTesting
This is a pre-standardization implementation of Zighee's RF testing
standard. It utilizes the TIS (Total Isotropic Sensivity)/ TRP (Total Radiate...

CANCEL BACK m ‘ FINISH ‘
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3. The Project Configuration dialog opens. Here you can rename your project, change the default project file location, and determine if
you will link to or copy project files. Note that if you change any linked resource, it is changed for any other project that references it.

Click FINISH.
=4 New Project Wizard O X
Project Configuration
Select the project name and location.
o Target, SDK e Examples ° Configuration

Project name Z3SwitchSoc

Use default location

Location: | C:\Users\CAOWENS\SimplicityStudio\wv5.rel.Staging_49\Z3switchSoc ‘ BROWSE |

With project files:

@ Link sdk and copy project sources

CANCEL BACK | NEXT | m
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4. The Simplicity IDE perspective opens with the new project in AppBuilder view, and the focus on the General tab. See the online
Simplicity Studio 5 User’s Guide for details about the functionality available through the Simplicity IDE perspective and AppBuilder.

Note: You now have a Simplicity IDE button next to the Launcher button in the upper right.

=4 viurel Staging_49 - Z3SwitchSoc/Z3SwitchSocisc - Simplicity Studia ™ - o X
File Edit MNavigate Search Project Run Window Help & App Builder

Q- -img~ | B~ |-iF-F -0 OO AP « »| ‘ ff Welcome /D) Recent ools ¥, Install 2 Preferences {5 | £ Launcher {} Simplicity IDE
[ Project Explorer 11 Sl = B || & z3switchSociise £ =8
ject Bxpl %
> 5 sleepy-demo-ftd [GNU ARM v7.2.1 - Debug] [EFR32MG12P433F10246L
> {55 soc_ibeacon [GNU ARM v7.2.1 - Debug] [BGM1134256V2 - Gecko SDK © silicon Labs Zigbes, version:6.£00 B Generate | | <¢ Preview

5 T3SwitchSac [GNU ARM 721 - Default] [FFR3ZMGIZPA30FI0246L125 || (g General .y ZCL Clusters | & Zigbee Stack | & Printingand CLI | @) HAL | <= Plugins | & Callbscks | & Includes | & Otheroptions | () Bluetooth GATT |
> ) Includes X
> [8) Z3SwitchSoc_callbacks.c ~ Application configuration
[ brd4161a_efr32mg12p432F1024g/125.hwcon
2, T3SwitchSoc.isc

Generation directory: | Absolute path | | C:\Users\CAOWENS\Simplici rel.Staging 49\Z35witchSoc e

Select architecture for this application:

@ Board: EFR32MG12 2.4 GHz 19 dBm Radio Board (BRDA161A Rev ACE)
P Part: EFR32MG12P432F1024GL125

& Toolchain: GNU ARM v7.2.1

Edit Architecture

Device name: | Z35witchSoc

~ Information Configuration

Description
ZigBee 3.0 Gateway, Light and Switch "
T 5 Mote that the Light and Switch scenario applications demonsirate the use of
NVMS, which is used instead of simulated EEPROM (simEE] to maintain persistent
1 Debug Adapters 13 |35 Outline | =0 storage.
R ASIER N - Ad=0=]=! ZigBee 3.0 provides a of ¢ and network
© EFR32MIG12 2400/315 MHz 19 dBm RE (D:440085390) mechanisms to be used in all ZigBee applications. The sample scenario
s A EFRIZMIG12 2400/915 MHz 19 dBrm Dual Band Radio Board (SRDATE presented here demonstrates the flexibility that the ZigBee 3.0 specification

provides to applications. They also act s an excellent starting point for users
> F7] Wireless Starter Kit Mainboard (BRD4001A Rev ADT) wishing to build their own ZigBee 3.0 applications,
These applications can take on three possible roles.

1. Z3Gateway, the gateway can form a centralized network, and the light and the switch
can join the centralized network by performing network steering.

2.Z3Light, acting a3 a router, can form a distributed network, and the

Z3Switch, acting as an end device, can join the distributed network: v

% Problems |4 search | % CallHierarchy | B Console £
Adapter Pack Console
Ci\ssv5-b3\SimplicityStudio_v5\developer\adapter_packs\usb\ush_monitor.exe C:\ssv5-b3\SimplicityStudie_v\developer\adapter_packs\usblusb_monitor.exe -d -s ~
Ci\ssv5-b3\SimplicityStudio_vS\developeriadapter_packs\inspect_endll\inspect_emdll.exe C:\ssv5-b3\SimplicityStudio_) v5\developer\adapter packs\inspect_endll\inspect_endll.exe -5

list: 8087:0a2b@606:006[5827FB95DDRORE] BcdS: 67170006011 5827FBISDDRER11] 2386 31149006: 609 S&27F ] 1366 ] @46d:c52b§006:002[ S827FEISDDLER1]
# Simplicity Studic device detection

deviceCount=1

device(448085398) {
serialliunber=446985390

Connecting to device with serial number 44885396 .. ok. v

<

Z35witchSoc/Z35witchSec.isc
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4.2  Starting an Example in SSv4

1. In the Launcher perspective, click an example application, in this case Z3Switch. Your project will be based on this example, and on
the device you have selected in the Devices or Solutions tabs on the left.

#=1 Launcher - Simplicity Studio ™

= o ks
FEile Edit Mavigate Search Project Bun Window Help
I Signin ~ L3 8 F :Scarch E |y Launcher
B Debug Adapters | =

«xcaxswa-oeas J-Link Silicon Labs (440085386)
~ J-Link Silicon Labs {440085385)
Frefered SDK:  Gecko SOK Suite v2.6.0: EmberZMNet 6.6.0.0. Micrium OS5 Kemel 5.7.0
Click hare to change the preferrad SDIK.

Debug Mode: MCU Change
Adapter Firmware Version: 1w3pib928 MNolocal adapter fimmware available. Download

Getting Started | Documentation | Compatible Tools | Resources |

My Products]. S+ RomBom- 0| Demos = % ¥ = Software Examples = % [¥i = SDK Documentation - M=
[‘Enter product neme La3wien "
Z3LightGPCombo 1
Thisis a Z ) [ight application

with Green P endpoint, Green
T3light [ 8

This is a ZigBee 3.0 light application
using NVM3 as the persistent storage.

238witch s
ZigBee 3.0 switch application
ac the persistent storage.

w

i 4 NotLoggedin i @ 2018 Silicon Labs

2. You are asked if you want to switch to the Simplicity IDE. Click Yes.

oo I =

Would you like to switch to the Simplicity IDE perspective and create this Example
Project now?

silabs.com | Building a more connected world.
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3.

The Simplicity IDE perspective opens with the new project in AppBuilder view, and the focus on the General tab.
Note:

You now have a Simplicity IDE button next to the Launcher button in the upper right.

«=+ Simplicity IDE - Z3SwitchSoc/Z3SwitchSac.isc - Simplicity Studio ™

File Edit MNavigate Search Project Run Window Help & App Builder

H BRI ®-R-iE

- O X

] ~ - M R | i 2 ¢ | 1y Launcher  {} Simplicity IDE
() Project Explorer &2 I = Q:D ¥ = O || # "Z3SwitchSoc.isc 2 1 = 3
v [ 735witchSoc [GNU ARM v7.2.1 - Default] [EFR32ZMG121 3 E -
5 & Includes 0 Silicon Labs Zigbee, version:6.6.0.0 <¢ Preview
> [ Z35witchSoc_callbacks.c % General A Fis C\usters] o Zigbee Stack W % Printing and CLI W . HAL ] == Plugins W g CaHbacksW &% Includes W o Other optionsw @ Bluetooth GA'I'I']
iLJ: brd4167a_efr32mg12p432f1024g1125.hwcont
brd4162a_efr32mg12p332f1024gl125.hweont ~ Application configuration ~
| TR R Generation directory: | Relative to ISC file | | C:\Users\CAOWENS\SimplicityStudio\vd_rel.Staging_2954\Z35witchSoc =
Select architecture for this application:
. Board: EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1)

' Part: EFR32MG12P332F1024GL125
£ Toolchain: GNU ARM v7.2.1

Edit Architecture

Device name: | Z3SwitchSoc
<

>

B Debug Adapters 12 l 5= Outline | = B8

HBEECEAXRBI-TEE
J-Link Silicon Labs {440085386)

~ Information Configuration

Description
>

ZigBee 3.0 Gateway, Light and Switch

Note that the Light and Switch scenario applications demonstrate the use of
NVM3, which is used instead of simulated EEPROM (simEE) to maintain persistent

storage.
L v
[21 Problems 2 | 47 Search ‘% Call Hierarchy |E Console v =7
0 items
=
Description Resource Path Location Type

‘B NotLogged In

© @ 2018 Silicon Labs

4.3
1.

Configuration and Generation

Make sure the toolchain shown is the one you want to use. If you have both IAR and GCC installed, GCC is the default. Note that if
you are compiling the example for a part with less than 512 kB, such as the EFR32xG1, or you are compiling the Dynamic Multipro-
tocol Light(s) or Switch examples, you must use IAR.

To change the toolchain click Edit Architecture. In the resulting dialog, select the desired toolchain and click OK.

=== Select architecture

a x

Board=:

Search | v

EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD0) *

Part:

| Search | v

| EFR32MG12P332F10246L125 |
Toolchain:

GNU ARM v4.9.3 | @

Manage toolchains...

silabs.com | Building a more connected world.
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2. Inthe Simplicity IDE, click Generate.

¢ vErel Staging_49 - Z3SwitchSo</Z3SwitchSoc.ise - Simplicity Studio ™

- (n] ®
fle Edt MNevigete Semch Project Eun Window Help & App Buider
Hr @i W ~id~FletoGeDe| i o« n| i 1t Welcome 3 Recent 38} Teols &, Install 38 Preferences B | & Lwncher {7} Samplicity IDE
'L Project Explorer 7 = gl B & D3SwitchSocise I1 =0
feepy-demo-id |
"::' ::F:;_:'_T ) sicon Labs Zigbee, versioni 500
v .:’) T3SwitchSoc 2 51| (@ Genersl _Jf T€LClusters | & Tigbee Stack | & Printingand CLI | @ HAL | = Plugins | & Callbacks | & Includes | & Other options | £ Bluetocth GATT
il Inchudes

Z¥SwitchSoc_callbacks.c = Applcation configuration ~
L1 brad16Ta_elidmg 2paidn 024125 hween!
& I¥SwitchSoc.isc

Generation directory: | Absolute path | | C\Users\ CACWENS SimplicityStudio5.rel Staging, 49\ Z3SwitchSoc
Sedect architecture lur:l-uwpkalm

Edat Architecture

Device name: | Z5itchsoc

= Information Configuration
Descrigton
[ Zighee 3.0 Gateway, Light and Switch

i Nate that the Light and Switch scenario apglications demanstrate the use of
NVM3, which is used instead of simulated EEPROM (simEE) to maintain persistent

starage.

B Debug Adaptess

SRECAIxRDB-OBE R Zighee 1.0 provides s jzsioning and
w o EFRIZMG12 2400/515 MHz 19 dBm RE (ID:480085390) miechanims to be used in all ZigBee spphcations. The sample scenano
FRIMG12 2400915 MH 19 dBm Dusl Band Radic Bosrd (BRDATE presented here demonstrates the flesibdity that the ZigBee 3.0 speciication

4 . They alsc act cellent starti t
‘Wireless Starter Kit Manboard (BROM001A Rev ADT) m‘hm 1o bu-ld thei owh 1:&1! y Hwnh(a:em arting point for users

™ " cori hakie 6 by bl roles.

1. Z2Gateweny, the feamn 2 it witeh
can join the centralized network by perfoaming netwark steering.

L I3Laght, acting as s reutes, can form & distibuted retwork, and the

Z3Switch, acting a5 an end device, can join the distributed network.

[0 Problems |4 Search | % Call Hierarchy B Consale
Adapter Pack Console

led di loperiadapter_packs\ush'usb_monitor.exe C:\ssv5-b3\SimplicityStudic_vs\developeri\adapter_packs‘usb\usb_sonitor_ exe -d -5

( ‘ssvS-bY\SimplicityStudio vs\neueloper\adap:erJa:k;\mpec: end]liinspect_endll.exe Cilssvs- b!\ibpllcltyﬁtudm vS\developerisdapter_packs\inspect_emdll\inspect_esdll.exe

1ist: BBBT:RaIh$ens:0n6[SEITFEISODARAE] Beds 167178006 R11[5427FE0500R0R11] 2386: 31148006 :009(5827 11 [ 398) ©464: c5IbgREE: BO2[ S27FEI500R0E2]
& simplicity Studio device detection

deviceCount=1
device(440035390) {
seriallusber 448085398
Connecting to device with serial nusber £400E5330 .. ok
€

Z35witchSor/Z35witchSocisc

If you get the following overwrite warning, click OK.

Generation validation X

AppBuilder has determined that the files listed below exist and would be changed. All selected files will be overwritten.

Overwrite?  File

CAUsers\CAOWENS\SimplicityStudio\w4_rel.5taging_2954\Z35witchSoc\brd4162a_efr32mg12p332f1024g1125.hweonf

Create .bak files for all the files that get overwritten.

silabs.com | Building a more connected world.
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3.

The generated files are shown

1 Vel Staging 49 - Z3SwitchSoc/Z3SwitchSoc.ise - Simplicity Studio ™
Fle Edt Mevigete Sesch Project Fum Window Help

Once generation is complete, a dialog reporting results is displayed. Click OK.

== Generation successful

Generation successful!

Files backed up:
brd4162a_efr32mg12p332f1024g1125.hweenf backed up to brd4162a_efr32zmg12p332f1024g1123.hweenf.bak

Files generated:
Ci\Usersh CAOWENS\SimplicityStudio\w4_rel Staging_295M\Z35witchSoc\znet-bookkeeping.h
C:\Users\CAOWENS\SimplicityStudio\v4_rel.Staging_2954\Z35witchSociznet-bookkeeping.c
C:\Users\CAOWENS\SimplicityStudio\v4_rel.Staging_2954\Z35witchSoc

\brd4162a_efr3Zmg12p332f1024gl125.hweonf
C\Users\ CAOWENS\SimplicityStudio\v4_rel Staging_2958\Z3SwitchSoc\hal-configihal-config.h
C:\Users\CAOWENS\SimplicityStudio\v4 _rel.Staging_2954\Z35witchSacimbedtls-config-generated.h
C:\Users\CAOWENS\SimplicityStudic\v4_rel. Staging_2054\Z35witchSoc\znet-token.h
Ci\Users\ CAOWENS\SimplicityStudio\v4_rel Staging_295M\Z3SwitchSoc\znet-mfg-token.h
C:\Users\CAQWENS)\SimplicityStudio\v4_rel Staging_2034\Z3SwitchSoc\attribute-type.h
C:\Userst CAOWENS\SimplicityStudio\w4_rel Staging_2954\Z3SwitchSoc\attribute-size.h
Ci\Users\ CAOWENS\SimplicityStudio\w4_rel. Staging_295M\Z35witchSoc\attribute-id.h
C:\Users\CAQWENS\SimplicityStudic\v4_rel Staging_2054\Z35SwitchSocatt-storage.h
C:\Userst CAOWENS\SimplicityStudio\w4_rel Staging_2954\Z35witchSoccall-command-handler.c
C:AUserst CAOWENS\SimplicityStudio\w4_rel. Staging_295M\Z35witchSochcall-command-handler.h
Ci\Users\ CAOWENS\SimplicityStudio\w4_rel Staging_2958\Z3SwitchSocicommand-id.h
C:\Users\CAOWENS\SimplicityStudio\wv4_rel Staging_2954\73SwitchSocicluster-id.h
Ci\Userst CAOWENS\SimplicityStudio\w4_rel. Staging_295M\Z35witchSochenums.h
C:\Users\CAQWENS\SimplicityStudio\v4_rel Staging_295/\Z3SwitchSec\print-cluster.h
C:\Users\CAOWENS)\SimplicityStudio\v4_rel Staging_2054\Z35witchSochaf-structs.h
Ci\Usersh CAOWENS\SimplicityStudio‘w4_rel Staging_295M\Z35witchSoc\Z35witchSoc_tokens.h

Save to file...

in the Project Explorer view.

o *

& App Buider

B LR R -t 5w - rAp e | iy Welcome 5 Becent 3 Tools &, Install o Preferences 2 Launcher [} Samplicity IDE
B - e | . = ;|
security-sddress-cachec - E
( sy | 0 sicon Lo Zighes veriomcazon D -
sk token-def.c | (& General i, ZCLClusters | & Zighes Stack | & Printing and CLI | ) HAL | 4> Plugins & Callbacks | & Inclodes | g Other cptions | 3 Bluetocth GATT
[& Z38witchSoe_callbacks.c 7
[ Z3SwitchSoc_endpoint_config.h = Application configuration
5 Z3SwitchSec tokens.h Generation directory: | Absolute path lsers\ CADWENS =
[ Z3SwitchSoch X
[ Bgbee-device-common. Sebect architecture for this application:
[, Bighes-device-library.c @ Board: EFR32 GHz 19 dBm Radio Board (BRD4
|& met-beokkeeping.c @ Part: EFREZ
[B met-bookkeeping h o+ Teolchain:
& onet-chc =
[ met-cih Edit Architecture
[ mnet-mifig-taken.h 7 T
mettekenh Deyice iame | Taswichioc |
rd160a_efr3Zmg 12pd32H 10241125 e onf
T3SwitchSoc-postbuild bat . .
2 I3SwitchSoc-poctinildpy = Information Configuration
T3SwitchSoc-prebuild bat Descrigtion
A Z3SwitchSoc-prebuild py Tateed
ee 3.0 Gateway, Light and Switch =
&zms«.m 5 al i
< oy o N Hote that the Light and Switch scenario applications dernanstrate the use of
RVM3, which is used instead of simulated EEPROM (simiEE]) to maintain persistent
B Debug Adapters 55 Outline - storage.
O AN ROG-OB8 8 TigBee 1.0 provides a foundation of commissicning and network management

~ EFMWI!W!iMF&I!d&nR&ﬂW&w
1 EFR3IMG1Z 24000915 MHz 10 dBm Dual Band Radic Board (BRDA1E

Wareless Starter Kit Mainboard ([BROS001A Rev A1)

silabs.com | Building a more connected world.

mechanisers to be used in all Ziglee sppheatians, The simple scenario
presented here demonstrates the flexibdity that the ZigBee 2.0 specification
provides to spplications. They slso act az an excellent starting point for users
withing to build their own ZigBee 3.0 spplicatsons.

These spplicatsons can take on :h-ee nomble roles.

1. Z3Gateway, vy <4

can join the centraized netwark by p:n(orrmng netwark steering.
2 Z3Light, acting as & router, can form & distributed network, and the
Z3Switch, acting a3 an end device, can joan the distributed network.

g

I % Search

(. Problems 3 CllMierarchy | ) Console i1 Y #EB-M-=0
Al o1 Pack Congole
€:hssv5-b3\5implicityStudio_vs\developeriadapter_packsiusbiush_monitor. exe Ciissvs- n!\slﬂpll:ltystudio us\dgvg1np=~\anapr¢r_puks \usblush_monitor.exe -d -5 -

€:\szv8-bY\SimplicityStudia_vi\developeriadapter packs\inspect_endlliinspect emdll.exe C:
1ist: BOB7:0a2b@00G6:006(5827FEIS0DANAE] BeaS 67178006 :011[5427FA0SI0MER11] 2366 I1148006: m[m
# Sisplicity Studio device detection

pe ada:ter_pucl(s\lnsp:ct end11iinspect_endll.exe -z
520006 : 02| SBITFBIS0086E2 )

1 1366 ] e46d:

deviceCount=1

device(440085390) {
serialNusber=448885390

Connecting to device with serisl nusber 440885390 .. ok

<
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4.4 Compiling and Flashing the Application

4.41 About Bootloading

Because this sample application is built with a bootloader (configured under the HAL tab), you will need to load a bootloader before you
run the application for the first time.

% vrel Staging 43 - Z3SwitchSos/Z35mitchior.is: - Simpcity Studic ™ SO &

e Edt Neigete Sepch 9wje|:| B Mndow Hep & bopBudde
e B ovirg - & - - filw . <[ e P e | 0y Welkeme ) Recent 3 Tools % Install £ Preferences [ | & Launcher  {} Smplicity IDE
{1 Project Explorer £ = & E 7B || g Ziswitchsocise £ ==
5, security-address-cachec P —
2 ichunduibic © sicon Labs Zighee, version600 [ Generte] | ¢ Previem
i hen-dels & Genenal |, ZCLClusters | & Zigbee Stack | & Printing and CU (@ HAL 4 Plugins | & Callbacks | & Includes | & Other eptions | ) Blustocth GATT
(& Z3SwitchSeoc_callbacks.c
[ Z3SwitchSoc_endpaint_configh
[ Z3SwitchSos_tokers.h
B Z3SwitchSoch
& Bgbeedece-common.c
[ sgbee-device-ibrary.c
[& met-boakkeeping. Please use Hardw
[& met-boakkeepingh
& met-che
[® met-clih

Application serial port: | <

i met-mig-token.h ~ Board Header Configuration
[R mettokenh

5 brdd16Ta_ehi3Zmg12p 12010241125 hwvcont Use these © t2 board header you wieh to Lsse with the selected architectuse.

(] Z3SwitchSes-pestbuild bat ek otk

A T3GwitchSos-peatbuild py
I3SwitchSec-prebuild bat

. I¥SwitchSoc-prebuild gy

& TSwitehSeeise

< »

B Debug Adepters ©2 | 55 Outline B
% X AXRU-OBEE

v | EFRIZMGIZ 2800/915 MHz 19 dBm RE (ID:440025390) TS
7 EFR32MG12 2400/915 MHz 19 d8m Dual Band Redio Board (BRpa1 | | Hal Options
Wireless Starter Kit Masnboard (BRO4001A Rev A0}

RAM retertion | Al RAM retained =

ardware Configurator Interface.

ssthurare Configuratos inside Simplicity Studio

£ Problems 4 Search 3 Call Hierarchy B Consale 2 ] ot .,
ole

Simplicitystudio_vsideveloper\adapter_packs\usbhiush_sonitor.exe C:issvs-b3\SimplicityStudic_vs\developeriadapter_packs‘usblusb_monitor.exe -d -5

\SimplicityStudio_vS\developeriadapter packs\imspect eudllunwe:t endll.exe C:\esvs-bN\EinpTicityStudin vS\developer\adater. packe\inspect ewdllyinspect_esdll.exe -3

li!( BRBT : BA2LS006 : 006 SE2TFEISODE04E] Be4a5: 67178006 : 011 [5E27FROS00RAR11] 23862 31148006 B09[5E27FEIS00R0ES] 1366: B1050006: 003 [0M0440085390] B46d: lewé B02[5427FB95008082 ]
# Simplicity studio device detection

deviceCount=1
device(440085390) |
serialiusbersd40865398

Connecting to device with serisl nusber 440885390 .. ok.
<

A bootloader is a program stored in reserved flash memory that can initialize a device, update firmware images, and possibly perform
some integrity checks. Silicon Labs networking devices use bootloaders that perform firmware updates in two different modes: standalone
(also called standalone bootloaders) and application (also called application bootloaders). An application bootloader performs a firmware
image update by reprogramming the flash with an update image stored in internal or external memory. Silicon Labs recommends that
you always flash a bootloader image along with your application, so that flash memory usage is appropriately allocated from the beginning.
For more information about bootloaders see UG 103.6: Application Development Fundamentals: Bootloading.

In March of 2017, Silicon Labs introduced the Gecko Bootloader, a code library configurable through Simplicity Studio’s IDE to generate
bootloaders that can be used with a variety of Silicon Labs protocol stacks. The Gecko Bootloader is used with all EFR32xG parts.

The Gecko Bootloader works with a specialized firmware update image format, ending in the extension .gbl (the GBL file). To create a
GBL file from an .s37 or binary, follow the instructions in UG162: Simplicity Commander Reference Guide, section 6.7.1, GBL File Crea-
tion. The exact format of the GBL file depends on the hardware you selected.

Note: When working with the Gecko Bootloader, you must use Simplicity Commander to enable some configuration option such as
security features. See UG266: Silicon Labs Gecko Bootloader User’s Guide.

4.4.2 Flashing a Bootloader

All Silicon Labs examples require that a bootloader be installed. By default, a new device is factory-programmed with a bootloader. If you
have a new device, haven't cleared the bootloader region for your part or have a supported bootloader image already flashed on your

device, skip this step and continue with the next section. Once you have installed a bootloader image, it remains installed until you erase
the device.
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If you need to flash a bootloader you can either do so independently, or when flashing the application image, as described in the next
section. With your device connected, select the Flash Programmer from the Tools menu. Browse to one of the precompiled bootloader
images (.s37 files) for your device in the SSv5 installed directory:, such as bootloader-storage-internal-single.

developer\sdks\gecko sdk suite\<version>\platform\bootloader\sample-apps\bootloader-storage-inter-
nal-single\

Make sure that the file type is .s37. The default is .hex, so if you don't find any images you may have forgotten to change the filter.

=% Select File x
i « v3i0 » platform > bootleader » sample-apps » bootloader-storage-internal-single » efr32mg12p432f1024g1125-brdd161a v & Search efr32mgl2pdididddgl. ©
Organize = Mew folder —

studie-vi-ug r Mame Date modified Type Size

M4 KB

IHKE

& Creative Cloud Files bootloader-storage-intemal-single.s37

| bootloader-storage-internal-single-com...
22 Dropbex (Sikcon Laks)

Onelvive

B This PC
B 3D Obgects
I Desktop
@ Documents
J Downloads
B Music
| Pictures
B Videos
= O5Disk (C:)

File pame: | 537 =

|

Note: Note that, if you do not find a precompiled bootloader image for your device, you can also use a dummy bootloader image supported

by your part. You can find the dummy bootloader images in ./platform/bootloader/util/bin/. For more details, refer to UG266: Silicon Labs
Gecko Bootloader User's Guide.
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4.4.3 Building and Flashing Project Files

1. After you generate your project files, click the Build (hammer) control in the top tool bar.

If the Build control is not enabled, click the device. Your example application will compile based on its build configuration. You can
change the build configuration at any time in the Project Explorer View by right clicking on the project and going to Build Configura-
tions > Set Active.

During the build, progress is reported both in a window, which can be run in the background, and also in the lower right. The process
may take over a minute.

Build completion is reported in the Build Console.

st S.rel Staging 43 - ZiSwitchSoe/Z3SwitchSocss - Simphcity Studio ™ - o X
fle Edt Nevigete Search Project Eun Window Help b AppBuider
R LR - >0 G =| i e | 09 fy Welcome ¢ Recemt 33 Tools & nstall o Preferences 55 |  Louncher | {} Simplicity IDE
s Project Explover £ 5% 7 8 © O || & DSwitchSocise 2 C
5 secuity-sddress-caches - o e ey
[ stack-handler-stub.c (P Siicon Labs Zighee, version.8.0.0 P Generate | | o€ Preview
g token-def.c & General |J, 2CLClusters | & ZigbeeStack | & Printing and LI (i) HAL 4 Pluging | & Callbacks | & Includes | & Othes cptions | ) Bluetocth GATT
[& ZxSwitchSos_callbacks.c -
[l Z3SwitchSoe_endpaoint_config.h = Bactloader Configuration

[ ZxSwitehses tokens.h

Bootlcader Default: Applicstion
[ Z3SwitchSoc.h it faulk: Application

| Dgbee-devece-common.t = Serial Configuration

[5 sighes-devicelibrary.c

[ met-bookkeeping.c Please use Hardware Configurator for serisl configuration.

B mn-nlmkkuning-h Application serial port: | < no cpticrs> Bawd rate (bps): | <no option
g met-chs

[ met-chih

|n met-mig-token.h = Board Header Configquration

[B znet-tokenh

Use ¥ d heacder you wish to use with the selected architectuse.

F brad161a_efri2mg12p4i2f1024g1 25 bwconf

[ TxbwitchSes-postbuild bat

2 I¥SwitchSo<-postbuildpy

[T] Z¥SwitchSos-prebuild bat

@ I¥SwitchSoc-prebuild oy

o T3SwitchSee.ise
< T & i >
B Debug Adepters £ 5 Qutline 3

PECAXRD-O0BE B

| v EFRIZMG12 2800/913 MHz 19 dBm RE (ID:480083350)

[ EFR3ZMIG1Z 2400/915 MHz 19 dBm Dusal Band Fadio Board (BRDATE}

Fi3 Wireless Starter Kit Mainboard (BROS001A Rev AD1)

= Hal Options

RAM retention Al RAM retained 2

= Hardware Conflgurator Interface
Menage integaation between your praject and Hartiware Canfigurstor inside Samplicity Studio

*] Problems |4 Sesrch | 3= CaliHierarchy | & Console 2 & 1 56 LB &l e = il e
COT Budd Comsole [Z35witchSoc)

This creates & ZigBee OTA file if the OTA Client Policy Plugin has been enabled. L
It uses the parameters defined there.

Image-builder not invoked since "OTA Bootload Cluster Policy plugin® is not enmabled

22:23:18 Build Finished. ® errors, 23 warnings. (tock 2m:18s.488ms)

3 >

The build should complete with no errors. The line above the completion line is not an error. It refers to an option, not enabled in the
default example configuration, to build a special application image used by the Zigbee Cluster Library Over-the-Air (OTA) bootload func-
tionality.

If any errors occur they are highlighted in red in the console. Contact technical support for assistance.

" Search ‘:*CaI\H\erarchy |E:3cnso|a T,@| L 4% BB #E-09-=0

CDT Build Console [Train_mySwitch]
e wrees w7 e see

5. Problems

=l ey
43 911 bytes of readonly dota memory
21 823 bytes of readwrite data memory (+ 168 absolute)

Errors: 26
Warnings: none

Link time: 1.82 (CPU)  2.84 (elapsed)
make: *#* [Train_mySwitch.out] Errar 2

13:33:23 Build Finished (took 1m:12s.887ms)

Train_mySwitch PROBLEM COUNT: 5 WARNINGCS), 27 ERROR(S)
1

® 2018 Silicon Labs I

Note: If you are using GCC on a Windows platform, and experience a build error concerning a missing include file, you may have
encountered a known issue concerning GCC and long pathnames. If this happens, you may be able to work around the problem by
opening the Windows Registry and setting the 'HKLM\SYSTEM\CurrentControlSet\Control\FileSystem' registry key to a value of 1. If after
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making this adjustment you still experience build issues with GCC and the example applications, please contact Silicon Labs technical

support.
To load the application and (optionally) the bootloader images, first make sure your hardware is displayed in the Device perspective.

2.
Expand the radio board to show the part number, as you will need that along with the board number to find the correct bootloader
folder. Note that the folder in which the example was generated is displayed on the General tab.

[ == Simplicity IDE - Z35witchSoc/Z35witchSoc.isc - Simplicity Studio ™ . m] *
File [Edit Mavigate Search Praject Bun Window Help % App Builder

fi#v@.vé.‘iv &~ rH S i w»| ] &5 | f Launcher | {} Simplicity IDE

\_-, Preject Explorer 12 BEg = 0 || &% Z3switchSecisc =mf
: E ::3::2:::::::; ° € silicon Labs Zigbes, version:6.6.0.0 P Generate | ¢ Preview
lﬁ' ::::E::; A General A Z(Lcluﬂ«s._-‘ Zigbeesu_d:- & Printing and cu'_. um.-_@- Plug_ins_-_ s Ca!lba:ks._.ﬂ |n:|u:_|e='_.:. Other omions-_ﬁ Bluetooth GA'I'I'-_ |

[hl 2nﬂ-mig-lok:n.h ~ Application configuration 2

» (B znet-tokenh Generation dffectory: | Relativeto ISC file | | C:\Users\CAOWENS\SimplicityStudio\w_rel Staging_2954\Z35witchSoc l &

rdd161a_efr3Zmgl2pd32f1024g1125. hweonf
brd4162a_efrizmgi2pi32fi024gll25.hweonf
|5 brdd162a_efr32mgi2p332ii024gl12ihweonfba
(%] Z3%witchSoc-postbuild.bat
| Z35witchSoc-postbuild.py & Toolchain: GNU ARM w721
(5] Z3%witchSoc-prebuild bat
[E] Z3SwitchSoc-prebuild.py
o Z35witchSoc.isc -

3 Z3SwitchSoc.mak = Device name: | Z35witchSoc
>

Select architecture for this application:
. Beard: EFR32ZMG12 2.4GH; 10 dBm (BRD4162A Rev A1)

@ Part: EFR32MG12P332F1024GL123

Edit Architecture

<
= Information Configuration

[# Debug Adapters i3 Eﬂuﬂine | = 0
| PHRAECAXRRB-O0BE S
- J-Link Silicon Labs (440085385)

FR3ZMG12 24GHz 10 dBm (ERDE162A Rev ADT)
¥ EFR3ZMG12P332F1024GL125

Description
ZigBee 3.0 Gateway, Light and Switch

Mote that the Light and Switch scenaric applications demonstrate the use of
MNVM3, which is used instead of simulated EEPROM (simEE) to maintain persistent

[| Wireless Starter Kit Mainboard (BRD4001A Rev AD1 storage.
w
| = - - — .
I#] Problems ' Search = Call Hierarchy B Console & 4 8 LB &R x| M B-m-= 0
CDT Build Console [Z35witchSoc]
: -
10:57:3€ Build Finished (took lm:12s.136&ms)
v
Il < >
: ¢ @ 2018 Silicon Labs |

b= cjowens325@earthlink.net
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3. Right-click the device and select Upload Application. The Application Image Upload dialog is displayed.

+= Binary image upload m} x

Application image upload

Select an image from the list or browse for a different one.
Please make sure the selected image matches the hardware.

Narne Chip Board Image Type  Location Description Lol

RFEval application EM250 Wirele.. Customa.. <internal> RFEval application firmware image

EM260 5Pl firmware EM260 Wirele.. Customa..  <internal> SPI firmware for EM260

EM351 EZ5P 5P| Firmware EM351-E.. Wirele.. Customa..  <internal> 5Pl firmware for EM331 EZSP

EM356 EZ5P 5P Firmware EM3536-E.. Wirele.. Customa..  <internal> 5Pl firmware for EM336 EZSP

EM357 EZ5P 5P| Firmware EM357-E.. Wirele.. Customa..  <internal> 5Pl firmware for EM337 EZSP

Sniffer EM260 Wirele., Customa..  <internal= Sniffer image for EM260 on 470 b...

IP application EM250 Wirele.. Customa.. <internal> IP ping test application

IP application EM351 Wirele.. Customa.. <internal> IP ping test application

IP application EM3sT Wirele.. Customa.. <internal> IP ping test application

Modetest for EM250 EM250 Wirele.. Customa.. <internal=> Modetest is a test application, use...

Modetest for EM260 EM260 Wirele.. Customa.. <internal> MNodetest is a test application, use...

Modetest for EM317 EM317 Wirele.. Customa.. <internal> MNodetest is a test application, use...

Modetest for EZR32 (168MHz) EZR32 Wirele...  Custom a..  <internal» Nodetest is a test application, use... o
Application image path: | =
Upload options

[]Beotloader image:

[]Erase chip before uploading image
After uploading: @® Run O Halt
Flash: (@ Internal () External 5P

oK Cancel

4. Browse to the folder with your compiled application and select the .s37 file (see section 4.4.1 About Bootloading for more information).

If you compiled the image with GCC, the files are in <folder on General tab>\GNU ARM vn.n.n - Default.
If you compiled the image with IAR EWARM, the files are in <folder on General tab>\IAR ARM - <qualifier>.

== Binary image upload m} X

Application image upload

Select an image from the list or browse for a different one.

Please make sure the selected image matches the hardware. [ Show allimages
Name Chip Board Image Type  Location Description o
RFEval application EM250 Wirele.. Customa..  <internal> RFEval application firmware image
EM26B0 5P| firmware EM2B0 Wirele.. Customa..  <internal> SPI firmware for EM260
EM351 EZSP SPI Firmware EM351-E.. Wirele.. Customa..  <internal> SPI firmware for EM357 EZSP
EM356 EZSP SPI Firmware EM356-E.. Wirele.. Customa.. <internal> SPI firmware for EM356 EZSP
EM357 EZSP 5P| Firmware EM357-E.. Wirele.. Customa..  <internal> SPI firmware for EM357 EZSP
Sniffer EM260 Wirele.. Customa..  <internal> Sniffer image for EM260 on 470 b...

IP application EM250 Wirele.. Customa..  <internal> IP ping test application

IP application EM3351 Wirele...  Customa..  <internal> IP ping test application

IP application EM357 Wirele...  Customa..  <internal> IP ping test application

Nodetest for EM250 EM250 Wirele.. Customa.. <internal> Modetest is a test application, use...

Nodetest for EM260 EM260 Wirele.. Customa.. <internal> Modetest is a test application, use...

MNodetest for EM317 EM317 Wirele.. Customa.. <internal> Modetest is a test application, use...

Modetest for EZR32 (168MHz) EZR32 Wirele.,  Customa..  <internal> Modetest is a test application. use... v
Application image path: | C:\Users\USERhSimplicityStudic\wd\ Z3LightSoc_5\GNU ARM v7.2.1 - Default\Z3LightSec_5.gbl =
Upload options

[[] Bootloader image:

[ Erase chip before uploading image
After uploading: ® Run () Halt
Flazh: (®) Internal () External 5P|

5. If you have not already loaded a bootloader, check Bootloader image, then browse to the folder containing a prebuilt bootloader
image. Images are located in the Simplicity Studio platform bootloader folder under sample apps. In this case open the ‘SPI Flash
Single’ folder, for example:

C:\SiliconLabs\SimplicityStudio\<version>\developer\sdks\gecko sdk suite\<ver-
sion>\platform\bootloader\sample-apps\bootloader-storage-spiflash-single
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Open the folder that corresponds to your board and part number and select the .s37 file, for example:

\\efr32mgl2p332f1024gl125-brd4162a\bootloader-storage-spiflash-single-combined.s37

6. Check Erase Chip, to make sure that the main flash block is erased before your new image is uploaded. New users will typically
always check this.

¢ The After uploading options are Run (begin executing the code immediately) and Halt (wait for an event, such as a debugger to
connect or manual initiation of a boot sequence). During initial development you will typically leave this set to Run.
e The Flash options determine the storage location, and are Internal and External SPI. Leave the option set to Internal.

Your completed dialog should resemble the following:

«= Binary image upload ] X

Application image upload

Select an image from the list or browse for a different one.

Please make sure the selected image matches the hardware. [] Show all images
MName Chip Board Image Type  Location Description 2
RFEval application EMZ50 Wirgle...  Custorn a..  <internal> RFEval application firmware image
EM260 SPI firmware EM260 Wirele..  Customn a..  <internal> SPI firmware for EM260
EM331 EZSP SPI Firmware EM331-E.. Wirele.. Customa..  <intemal> 5Pl firmware for EM3531 EZ5P
EM356 EZ5P SPI Firmware EM356-E... Wirele.. Customa.. <internal> SPI firmware for EM336 EZSP
EM35T EZ5P SPI Firmware EM357-E.. Wirele.. Customa.. <internal> SPI firmware for EM357 EZSP
Sniffer EMZED Wirgle...  Custorn a..  <internal> Sniffer image for EM260 on 470 b...

IP application EM250 Wirele..  Customn a..  <internal> IP ping test application

IP application EM351 Wirele..  Customn a..  <intemal> IP ping test application

IP application EM357 Wirele...  Custorn a..  <internal> IP ping test application

MNodetest for EM250 EMZ50 Wirgle...  Custorna..  <internal> Medetest is a test application, use...

Modetest for EM260 EM260 Wirele.. Customa..  <internal> Modetest is a test application, use..

MNodetest for EM317 EM317 Wirele..  Customn a..  <internal> MNodetest is a test application, use...

Modetest for EZR32 (169MHz) EZR32 Wirele...  Custorn a..  <intemal> Modetest is a test apolication. use.., &7
Application image path: | Ci\Users\USER\SimplicityStudic\v4\Z3LightSec_S\GNU ARM v7.2,1 - Default\Z3Light5oc_3.gbl | =
Upload options

[ Bootloader image: | Ci\SiliconLabs\SimplicityStudic\developer\sdks\gecko_sdk_suite\w2. T\platform\bootloader\sample-apps\bootloader-storage-spiflash-sin v| =

[IErase chip before uploading image
After uploading: ® Run () Halt
Flash: (®) Internal () External SPI
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7. Click OK. Load progress is shown in the lower right. When the load progress clears, you know that the application has loaded if
LED1 on the mainboard is blinking slowly on and off.

Mighty Gecko

2.4 GHz

10 dBm

- = S I I. h LU i L n l‘J‘lJ
- L -

AT USE AEM o MEUGND PL PO P 11 PLIPY PAPOGOW  yesnnasnnpy LTI T T

- -_. - - - - - - r - - - - - - - ¥ - b 3 1

= yr

WEUGHD P 72 P4 PG PB POPizPi4PicPiapRIPRZROE i)
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8. You can also right-click on the device and select Launch Console. In the console window, you will see four tabs: Serial 0 (the Virtual
UART interface), Serial 1 (the physical UART interface), Admin (where you can configure the debug adapter such as the mainboard-
for EFR32), and Debug (where you see raw binary data over the debug interface). Click the Serial 1 tab, and press enter. You should
see a prompt that corresponds to the project name. Note that the icons next to the device are now green, indicating a serial connection
to the console.

== Simplicity IDE - Adapter: J-Link Silicon Labs (440085388) - Simplicity Studio ™ - O X
Eile Edit Mavigate Search Project Run  Window Help

e i | ooy @lﬂLauncher {7 Simplicity IDE
[ Project Explorer 23} B &% ¥ = O | @ z3switchSocisc [&Mmksmmuab;(mossml b =8
v 5 Z35witchSoc [|AR ARM - Default] [EFR3ZMG12P332F1 A

f;‘ Binaries

[l Includes oF, Serial 0 == Serial 1 % Admin .7 Debug

= adc

(= antenna-stub Z35witchSoc »Z35witchSoc:|

= basic

(= counters

= debug-basic-library

= debug-jtag

(= eeprom

i efr3d

(= ember-minimal-printf

= emdrv

= emlib

(= end-device-support

= external-generated-files

(= find-and-bind-initiator

(= form-and-join

=+ groups-client v
< 2

@ No translation ~| Lineterminator: | CR-LF (DOS, 05/2, M5 Windows)  ~  Serial 1, 2 bytes out, 0 bytesin.

® Devices: 2 23 l 5= Outline ‘ = O

SUPAREB-BE
~ < J-Link Silicen Labs (440085338)
v [ EFR32MG12 24GHz 10 dBm (BRD4162A Rev A01)
£ EFR32MG12P232F1024GL125
[/ Wireless Starter Kit Mainboard (BRD40D1A Rev AD1)
J-Link Silicon Labs (440083390)

Y | -

1#2 Problems |Q" Search “Z° Call Hierarchy IE Console 33 o8 EE=& 2B-m-= 0

CDT Build Console [Z35witchSoc]
It uses the parameters defined there.

A

Image-builder not invoked since 'OTA Bootload Cluster Policy plugin' is not enabled

07:26:27 Bulld Finished (took 1lm:48s.825ms)

v
< >
© F Not Logged In 3 ¢ © 2017 Silicon Labs

Note: Before you can load a different application, you must disconnect from the console. Right-click the device and select Disconnect.

Now repeat the procedure for the Z3Light example, by clicking Launcher in the upper right, and following the steps beginning in section
Starting an Example in SSv5 or Starting an Example in SSv4
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Since Simplicity Studio remembers your last download location and you are using identical parts for the light and switch devices, it is
more efficient to check and select the bootloader image first, and then browse to your application.

<= Binary image upload O X

Application image upload

Select an image from the list or browse for a different one.

Please make sure the selected image matches the hardware, [] Show all images
Mame Chip Board Image Type  Location Description =
RFEval application EM250 Wirele.. Customa.. <internal> RFEval application firmware image
HA Light EM250 Wirele.. Customa..  <intemal=> HA Light application
HA Light EM351 Wirele..  Customa..  <intemal> HA Light application
HA Light EM357 Wirele.. Customa.. <internal> HA Light application
HA Light EM33581 Wirele.. Customa..  <intemal=> HA Light application
HA Light EM3582 Wirele..  Customa..  <intemal> HA Light application
HA Light EM3585 Wirele.. Customa.. <internal> HA Light application
HA Light EM3586 Wirele.. Customa..  <intemal=> HA Light application
HA Light EM3587 Wirele..  Customa..  <intemal> HA Light application
HA Light EM3588 Wirele.. Customa.. <internal> HA Light application
HA Switch EM250 Wirele.. Customa..  <intemal=> HA Switch application
HA Switch EM351 Wirele..  Customa..  <intemal> HA Switch application
HA Switch EM357 Wirele..  Customa..  <internal> HA Switch application ©

Application image path: | ChUsers\ CAOWENS\SimplicityStudio\wv4_rel. 5taging_2934\Z3Light5oc\GMNU ARM v7.2.1 - Default\Z3LightSoc.ghbl | =

Upload options

Bootloader image: | cko_sdk_suite/v2.6/platform/bootloader/sample-apps/bootloader-storage-internal-single/efr32mg12p332f1024gl125-brd4162a/bootloader-storage-internal-single.s37 | =

[liErase chip before uploading imagel
After uploading: (® Run () Halt
Flash: (® Internal () External SPI

_ Cﬂ n CEI

Z3Light also blinks LED1, and after you launch the console you can see the name of the project in a prompt on the Serial1 tab of a
connected console.

=21 Simplicity IDE - Adapter: J-Link Silicon Labs (440085390) - Simplicity Studio ™ - m] X
File Edit MNavigate Search Project Run Window Help
v @ vicg - | &~ &
By Project Explorer 53 | =]
[} time-util.c ~
[ token-def.c
[ util.c oF, Serial 0 =& Serial 1 % Admin % Debug
[ Z3LightSoc_3_board.h
(€ Z3LightSoc_3_callbacks.c Z3LightSoc_3>Z3LightSoc_3»
[ Z3LightSoc_3_endpoint_config.h
[ Z3LightSoc_3_tokens.h
[ Z3LightSoc_3.h
[ zcl-clic
[ zdo-clic
[ zighee-device-common.c
[ zigbee-device-library.c
[&] Z3LightSoc_3-postbuild.bat
[ Z3LightSoc_3-postbuild.py
= Z3LightSoc_3.ewd
[ Z3LightSoc_3.ewp
% Z3LightSoc_3.eww
B Z3LightSoc 3.isc
v [ 73SwitchSoc [IAR ARM - Default] [EFRIZMG12P332F1 w
< >

5 | £ Launcher [} Simplicity IDE
&8 J-Link Siicon Labs (440025388) | (@ Z3LightSoc 3sc | &R J-Link Silicon Labs (440085390) &3 =

B Z3switchSoc.isc

& | No translation ~| Lineterminator: CR-LF (DOS, 05/2, MSWindows)  ~  Serial 1, 2 bytes out, 0 bytes in.

® Devices:2 32 |35 Outline | =g

AERARRB-OB
< J-Link Silicon Labs (440025332)
v [/1 EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT)
[3 EFR32MG12P332F1024GL125
[ Wireless Starter Kit Mainboard (BRD4001A Rev AQ1)
~  J-Link Silicon Labs (440085390)
v [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1)
3 EFR32MG12P332F1024GL125 Qz‘
[ Wireless Starter Kit Mainboard (BRD40DTA Rev AQ1)

<

187 Problems |9‘“ Search %% Call Hierarchy [E Console 52 L 4[5l OB ER M= O

CDT Build Consale [Z3LightSac_3]
It uses the parameters defined there.

uu'
S
L]

Image-builder not invoked since 'OTA Bootload Cluster Policy plugin' is not enabled
07:55:11 Build Finished (took 1m:58s5.49ms)

< >
* E Not Logged In : : © 2017 Silicon Labs
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5 Creating a Network

Once you have downloaded both the light and switch applications to different devices, you can create a network. Make sure that the
switch device is close to the light device.

When the light application boots it immediately forms its own distributed network and advertises itself as a find-and-bind target. Go back
to the switch console so you can observe the events. On the switch device, press button 1 to initiate commissioning. You will see the
process occur and then an indicator that commissioning has been successful. The results should indicate 0x00 (success), not 0x01
(failure).

= Simplhicity IDE - Adapter: J-Link Silicon Labs (440085388) - Simplicity Studio ™ - [m] *
File Edit Navigate Search Project Bun Window Help
e @i | ® - & -in © B | 4 Launcher {} Simplicity IDE
[ Project Explorer 51 B & v ° O |@zswitchsocisc | J-Linksilicon Labs (440085388) E3 | @ Z3LightSoc_3isc | 88 1-Link Siticon Labs (4a008s300) | = B8

[ time-util.c ~ || @ | Notransiation v Lineterminator CR-LF (DOS, 0S/2 MS Windows) ~ Serial 1, 2 bytes out, 0 bytes in.

| token-def.c

[ utile == Serial 0 =& Serial1 Admin = Debug

[W Z3LightSec_3 bosrd.h

oy St s Ty s s, 0

o < 1 :Inter-| (8) . D=

5] Z3lightSoc 3 endpoint_configh 00000000 Inter—PAN TX (3) [11 01 06 07 7 8E FD FF FE ]. 0x00

[H Z3LightSoc_3 tokens.h RE inter-PAN message {unicast):

[B Z3lightSoc_3h src pan id: OxD

2 zelocl src long id: t))nuunsvssr-tnssﬂ

i zcl-clic profile id; OXCOSE

|8 zdo-clic cluster id: 0x1000 (ZLL Comnmissioning)

i_% zighee-device-common.c
[ zigbee-device-library.c
(=] Z3LightSoc_3-postbuild.bat EHBER_HETVORK_UP 0=0001

Y Z3Lightsoc_3-postbuild.py Touchlink netwerk complsts: 0x00
|5 Z3lightSoc_3.ewd Processing nessage: len=3 profile=0104 cluster=0003
5| I3lightSoc_3.ewp

TOOO0O000: Inter—PAH TX (%) [11 02 06 0? C7 BE FD 00 00 ]. 0x00
EWEER_NETWORE DOWH

TO00DD000:FX len 3. ep FF. clus 0x0003 (Ildentify) FC 01 =seq 03 cnd 01 payload[]

N -
o T3lightSoc_3.eww Nemt pall nwk 0 in 300000 ms
923Light50c_3.isc Processing nessage: len=12 profile=0000 cluster=0013
v & N [LAR ARM - Default] [EFR3ZMG12P232F1 RX: ZDO. command 0x0013. status: 0x00
(& Z35witchSoc [IAR ARM - Default] [EFRIZMG12P332F1 Tovice Anmonmens D000
N ’ poll mvk 0° no data
— o - = Processing nessage: len=5 profile=0104 cluster=0003
® Devices: 2 i1 | g= Outline a
“HAXNRG-0OC T00000000:RY len 5. ep 01, clus 020003 (Identify) FC 03 seqg 03 cnd 00 payload[B3 00 ]
b ] =N TOO0DO0OD:TX {resp) Ucast OxO00
v i )-Link Silicen Labs (440085383) TX buffer: [00 03 OB 00 00 ) luster=8001
- -:: EFR32MG12 2.4GHz 10 dBrn (BRD41624 Rev ADT) OCESTIng RESSoge =i e cluster=8004
3 EFR3ZMG12P332F1024GL125 Find and bind initiator cl:mpll:tc 0=00

» F wireless Starter Kit Mainboard (BRD4001A Rev AD1)
~ i Jlink Silicon Labs (440085390)
v F3 EFR3IMG12 24GHz 10 dBm (BRD4162A Rev ADT)
£ EFRI2MG12P332F10246L125 2 ﬂ[ -
» [ Wireless Starter Kit Mainboard (BRDA001A Rev AD1)

[#] Problems 4 Search 2 Call Hierarchy © Console 2 4 ¢8| B &R x| ®B-y-= 0O
CDT Build Can;ule [Z3LightSoc 3]
It uses cthe paramecters defined there. A
Image=builder not invoked asince 'OTA Bootload Cluster Policy plugin' is not enabled
07:55:11 Build Finished (took 1m:58s.4%ms)
v

< k4

¢ 4 Not Logged In ¢ @ 2017 Silicon Labs

Note: The light only advertises for a three-minute window, so if you got interrupted and then commissioning fails, try pressing any button
on the light device to re-start advertising.
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Now, if you press button 0 on the switch, LEDO on the light toggles on and off, and you can see the activity on both the switch console
and the light console.

mplicity Studio ™ - [m} X
ip

[ | % Launcher {} Simplicity IDE

B Z35witchSoc.isc &8 )-Link Silicon Labs (440085388) &3 IBZSLnghtS@:_R.iLc &® J-Link Silicon Labs (440085390) = B8
m Mo translation « | Lineterminator CR-LF (DOS, 0572, M5 Windows)  ~ Seral 1, 2 bytes out, 0 bytes in.
oF Serial0 == Serial1 | E Admin % Debug

src pan id: 0xDODE ~

=rc long id: (>)000BS7FFFE315B93
profile id: O0xCOS
cluster ad: 0x1000 (ZLL Commissioning)
TO0000000: Inter-Pal TE (9) (11 02 06 OF C7 8E FD 00 00 ], O=x00
EHMBER_NETWORE_DOWH
EHMEER_NETWORE_DOWH
EHBER_NETVORE_ TP 0=x0001
Touchlink netvork complete: 0x00
Find and bind initiator start: 0x00
Processing message: len=3 profile=~0104 cluster=-0003

TOOODODOD:RY len 3. ep FF. clus 0x0003 (Identify) FC 01 seq 03 cnd 01 payload[]
Hexmt poll nwk 0 in 300000 ns

Processing message: len=12 profile=0000 cluster=0013

RE: ZD0, commend 0=x0013, status: 0x00

Device Announce: 0=0001

poll nwk 0: no data

Froces=ing message: len=5% profile=0104 cluster=0003

TOOODO0O0:RE len 5. ep 01, clus 0x0003 {Identify) FC 09 seq 0% cnd 00 payload[B3 00 ]
TOOQODOO0D: T {(re=p) Ucaszt Ox00
TX buffer: [00 03 OB 00 00 )
Processing message: len=12 profale=0000 cluster=8001
Processing message: len=285 profile=0000 cluster=-8004
2 1 i - I'm'lﬂ

to bindings: 0=00
Processing message: len=5 profile=0104 cluster=000&

TOOOOOOOD: RX len &, ep 01, clus 0x000& (On-off) FC 08 s=gq 04 cmd OB payload[02 00 ]
Send to bindings: 0x00
Processing message: len=5 profile-0104 cluster=0006

TOOOOOODD:RY len &, ep 01, clus O0x0006 (Omn-soff) FC 08 seq 05 cmd OB payload[02 00 ]

2 | "
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mplicity Studio ™ - [m} x
Ip
[ | 1% Launcher {} Simplicity IDE
3 Z35witchSocisc nﬂ‘ J-Link Silicon Labs (440085388) @ ZiLightSoc_3isc Iﬂ‘J-I.ink Silicon Labs (440085390) 23 ] =08

a Mo translation ~ | Line terminator: | CR-LF (DOS, 0O5/2, M5 Windows) | Serial 1, 2 bytes out, 0 bytes in.

oF Serial 0 =5 Senall = Admin S Debug

cluster id: 0x1000 (ZLL Commissioning)
TOOO00000 : Intexr—PAN TX (58) [19% 00 03 0? C7 BE FD 03 00 03 93 SB 31 FE FF 57 OB 00 01 SE CO 01 01 00 00 00 %3 SB 31 FE FF
57 0B 00 02 S5E CO 00 02 00 00 01 93 5B 31 FE FF 57 OB 00 F2 SE €0 &6 00 00 00 02 ]. 0Ox00
R inter-PAN message (unicast):

src pan id: 0=839%9

sxrc long id: {:)000BS7FFFE315E29

profile id: 0=COSE

cluster id: 0x1000 (ZLL Emn;ss:nmng)
REX inter-PAN message (unicast

src pan id: 0x8899

src long id: (»)000BSTFFFE315E89

profils id: 0=COSE

cluzter id: [I:zllZIDIZI (ZLL Comnissioning)
EMBER HETWORE DOVH
EMBER_HETWORE_UF 0x0002
Open network for joining: 0=00
pJoin for 254 sec: 0=00
HWE Creator Security: Opsn network: 0=x00
Find and Bind Target: Start target: 0x00
Find and bind target start: 0x00
RX: ZD0., comnand 3“3333 status: O0x00

X

Device Announce:

TOOOODOOO :RY len 3, ep FF, clus 0x0003 (Identify) FC 01 s==q 03 cmd 01 payload|]

m 0x0001

TOOOOOD00:RE len 5. ep 01, clus 0x0003 (Identify) FC 00 seq 03 cnd OE payload[00 1
TOO000000:RY len 3. ep 01, clus 0x0006 (On<off) FC 01 =eg 04 cmd 02 payload([]
TOODOODDO00:RY len 3, ep 01, clus 0x0006 {(On<off) FC 01l =zeg 05 cmd 02 payload|]

RO

INUH Creator Security: Open network: 0x00

You can see a message such as the following, indicating you are sending an On/Off toggle command to the light:

TO0000000:RX len 5, ep 01, clus 0x0006 (On/off) FC 08 seq 0C cmd OB payload[02 00 ]
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6 Using the Network Analyzer

Now that your network is set up, you can evaluate the data being transmitted using the Network Analyzer tool. Network Analyzer helps
you debug network connectivity by displaying radio packets and certain debug interface events in a format that is easy to visualize and
analyze.

1. Click the Launcher button in the upper right and select Network Analyzer from the Tools menu. The Network Analyzer opens with
your console window(s) still displaying data.

== Metwork Analyzer - Adapter: J-Link Silicon Labs (440085390) - Simplicity Studio ™
File Edit Filters Window Help

e HREDE R L RIO@iN- FIRE TG
= 0

O X

fen

&2 J-Link Silicon Labs (440085388)

[ | ¥ Launcher (} Simplicity IDE L, Network Analyzer
=0

® Devices:2 52 |

@ Z35witchSoc.isc ‘@ Z3lightSoc_3isc | @@ J-Link Silicon Labs (440085390 53 }

% &) 2 »® & {} B |§' @ No translation ~ | Lineterminator: | CR-LF (DOS, 05/2, M5 Windows)  ~  Serial 1, 2 bytes out, 0 bytesin.
v J-Link Silicon Labs (440085388) . - < <
~ [ EFR32MG12 24GHz 10 dBm (BRD41624 Rev AD1) <f Serial 0 o Serial 1|5 Admin .5 Debug

EFR32MG12P332F1024GL125

Wireless Starter Kit Mainboard (BRD40014 Rev A01) Z3LightSoc_3:Z3LightSoc_3»RE inter-PAN messzage (unicast)

src pan id: 0=8599
~ J-Link Silicon Labs (440085390) src long id: (»)000BS7FFFE315B89
~ [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT) profile id: 0xCOSE

cluster id: 0x1000 (ZLL Commissioning)
TO0000000: Inter—PAN TH (58 [19 00 03 07 C7 BE FD 03 00 03 93 SB 31 FE FF 57 0B 00 01 SE CO 0L 01 00 00 00 93 SB 31 FE FF
57 0B 00 02 SE €O 00 02 00 00 01 93 SB 31 FE FF 57 OB 00 F2 SE CO &6 00 00 00 02 ], 0=00
FY inter-PAN message (unicast):

=rc pan id: 0=B8899

src long id: (:)000BS7FFFE315B39

profile id: O=CODSE

cluster id: 0x1000 (ZLL Commissioning)
R inter—-PAiN message (unicast):

s=rc pan id: 0=x8899

src long id: (»)000BSYFFFE315E39

profile id: 0=COSE

cluster id: 0x1000 (ZLL Commissioning)
EMBER_NETWORE_DOWH
EMBER_NETWORK_UF 0=0002
Open network for joining:
ploin for 254 sec: 0x00
HWE Creator Security: Open network:
Find and Bind Target: Start target:
Find and bind target start: 0=00
RX: ZDO, command 0x0013, status
Device Announce: 0=0002

EFR32MG12P332F1024GL125
Wireless Starter Kit Mainboard (BRD40014 Rev AD1)

0z00

0x00
0=00

0=00
TOO0D00O000:RE len 3. ep FF. clus

RE: ZDO, command 0x0013, status:
Device Announce: 0x0001

0xz0003
0x00

(Identify) FC 01 se=gq 03 comd 01 payload[]

TODOODODD:RE len 5, ep 01, clus 0=0003

TOOO00O00:RX len 3. ep 01, clus O=x0006

TOOO00000:RE len 3. . clus 0=x0006

{Identify) FC 00 seq 03 ond OB payload[00 00 ]
{On-oif) FC 01 seg 04 cnd 02 payload[]
{On-off) FC 01 seg 05 cmd 02 payload[]

ploin for 46 sec:

HWE Creator Secufitv: Open network: 0=00

v

: ¥ NotLoggedIn © @ 2017 Silicon Labs
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2. Make sure that Network Analyzer is set to decode the correct protocol. Select Window > Preferences > Network Analyzer >
Decoding > Stack Versions, and verify it is set correctly. If you need to change it, click the correct stack, click Apply, and then OK.

Note: If you are working with a Zigbee+Bluetooth Dynamic Multiprotocol application, Auto-detecting decoder stack must be selected.

== Preferences O
type filter text Stack Versions ST
General
CfCes Stack profiles (check to make default):
Help [ Auto-detecting decoder stack
Install/Update [] Bluetooth Smart
~ Metwork Analyzer [] Custom Stack
Capture Configuration [ Connect stack
Capture File Storage [] Ember RFACE stack
Connectivity Display EmberZNet 6.4
w Decoding [] EmberZlNet 6.3
Bluetooth [] EmberZMet 6.2
Frames and Fields [] EmberZNet 6.1
Reports [] EmberZMet 6.0
Security Keys [] EmberZMet 5.10
Stack Versions [] EmberZMet 5.9
Transaction Groupe [] EmberZMet 5.8
Energy Profiler Integrati [] EmberZMet 5.7
Node lcons [ EmberZMet 5.6
Optional Dialogs [ Silicon Labs Thread 2.8
Stream Visualization [ Silicon Labs Thread 2.7
Timeline [ Silicon Labs Thread 2.6
Wireshark [ Silicon Labs Thread 2.5
Run/Debug [] Silicon Labs Thread 2.4
Simplicity Studio [ Silicon Labs Thread 2.3
Team [ Silicon Labs Thread 2.2
Wireless Development [ 802.15.4 stack
] Show deprecated and older, rarely used, stacks
Warning: This setting will affect only future capture sessions,
Existing live capture windows will not be affected.
a o Restore Defaults Apply
@

3. To make sure that packets decode correctly, manually enter the NWK key. In either the Switch or Light console window, type the
following, being sure to include the ‘s’ in ‘keys’”:

Keys print

4. In the information returned, find the network key and copy it:

NWK Key: EF DE 0C 69 5B 72 6E C4

silabs.com | Building a more connected world.
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5. In Window > Preferences, open Network Analyzer > Decoding > Security Keys, click New, name the new entry, and paste the copied
key into it. Click Apply. Click OK to leave.

== Preferences O X
type filter text Security Keys SRV
General
CiCas Check to sctivate. Enter 16 char ASCIl or 32 char Hex
Help T Mame Key Touched New

Install/Update

v Network Analyzer
Capture Configuration
Capture File Storage
Connectivity Display

C AppBootloa.. 656D 626572 2045 4D 32 35 30 2061 62 6C 4C Sep7
C AppBootloa.. 656D 626572 2045 4D 32 3530 20 61 62 6C 4E Sep7
C  ConnectSa... AR AR AN AR AS AL DA BN AR AL RAAR AR, SepT Clone
C Default Fra... 0505 05 05 05 05 05 05 05 05 05 05 05 05 0505 Sep7

Import..

+ Decoding Default Fra..  04040404040404 040404 040404040404 Sep7 Delete
Eluctooth Default IP Te.. BF BE BD BC BB BABO B2 BTB6 BSBAB3 B2B1.. Sep7 Invert
Frames and Fields Test090813  C25065038B7552C1 6IDEEBFITEOIFETD  Today
Reports Sensor/Sink .. SAG96762656520536563757260747921  Sep7 Clear Al
Sz o Sensor/Sink... 656D 626572204540 3235302063686970  Sep7 Run HMAC...

Stack Versions
Transaction Groupe

Energy Profiler Integrati

Node Icons

Optional Dialogs

Smart Energ... 12333333333333333333333333333333  Sep7
Smart Energ.. S6TI T TT I ITTI AT I A TT TR TT 79 77 Sep 7 ASCll edit...
Standalone ... 656D 626572204540 323530 206CE96E68  Sep7
Standalone ... 656D 62657220454 323530 206E776B20  Sep7
SuperParen.. 5375706572506172656E744CEICEEBAE  Sep7

Stream Visualization [ SuperParen.. 5375706572506172656E744E6574 7748  Sep7
Timeline [ ZigBee3.0d.. 435F011DB58CACB412ECTESBEB5E40B2 Sep7
Wireshark [ ZigBec20d. BYSFOEA25C4B878BFE74ICFOFACERSI  Sep7
Run/Debug T ZigBeeAllian.. 5A6967426565416C6C 6061 6E63653039  Sep7
Simplicity Studic
Team

Wireless Development

< 3

Save decryption keys in 1D files Disable keys when not used for | 265 days

" N Restore Defaults Apply

®

6. Right-click on the light or the switch device, and select Start Capture. Do the same for the other device.

7. If you are in an environment with a number of wireless devices, you may have a very noisy Network Analyzer environment, as
reflected both in the event traffic and in the map. To show additional information in the map, click on the map.

On the toolbar, click the PAN ID button, circled in the following image.

,
e s e T . e

GrE@O e o8 Tl SLRPIIA @ RA QDB 2.8 TZE» EE ®
«k Analyzer

= O |/@ serverisc |@ dlientisc |# )-Link Silicon Labs (440050127) | & J-Link Silicon Labs (440050128) | *Live 22 =0
G~ B & |0 saved filters... | AND - % © 0
RD41534) .'.1_|_||| pre
Rev AO1) 0D.003s

ime:not set  Real time:MN/A  Modes:)  Event:none B $ Event Detail B
RD41534)
« Rev ADL) I
- ™

8. Right-click on the representation of your Switch device (the dot that has the same ISA3 adapter name or mainboard name or J-Link
serial number as the device) and select Show only this PAN.
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To filter transactions:
1. Press button 0 on the switch to get a complete transaction (in blue).

== Metwork Analyzer - Live capture streamStack version: EmberZMet 5.10, ZigbeePro - Simplicity Studio ™ - O X
File Edit Filters Window Help
cHRE TR /FIP@O-BRO-H- e @8 e 0| SlRldald @TLARE=.88 v T#Lp =5
. | £ Launcher {} Simplicity IDE | %, Network Analyzer
@ Devices: 2 23] = B8 GZBSW\tchSoc.isc @J-Lmk Silicon Labs (440085388) ‘G Z3LightSec_3.isc @J-Link Silicon Labs (440085390) [. *Live &3 I = 8
% (5[4 % § L~ O[5 |[osavedfiters...| anp| e Y-
v 3 J-Link Silicon Labs (440083388) [studic]
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT)
EFR32MG12P332F1024GL125 = sLLSsiss S
Wireless Starter Kit Mainboard (ERD4001A Rev AD1) || | Time:50.111093s  Real timesN/A  Modes7  EventiZigBee APS transaction  PAN filter: 6D3F B || % EventDetail 8
v 2 J-Link Silicon Labs (440085390) [capture] NWK crypto: ROOT, 2E 66 A0 36 15 A
v EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT) v IEEE 802.15.4 [10 bytes]
i EFR32MG12P332F1024GL125 * * PHY Header: 0630
Wireless Starter Kit Mainboard (BRD40014 Rev AQ1) 000440085390 000440085388 Packet Length: 48
ooz 000l .
PAN- ED3F PiN- ED3F Frame Control: (x8861
Frame Type: Data (1)
Security Enabled: false
Frame Pending: false
Ack Required: true
Intra Pan: true
Frame Version: 2003 (0)
Reserved: (x00
Destination Address Mode: £
=B Source Adress Mode: Short )
Ti Durati.. § NWK NWK D PE ME EF S sequence 0472
ime urati..  Summary re est tatus Destination PAN 1D: 0x6D3F
50111093 0079 ZCL: Toggle 0001 0002 3 ] Short Destination Address: 0x00
@ 50.158888 0.042 ZCL: DefaultResponse 0002 0001 4 !
Hex Dump [54 bytes] = O
FC 30 61 88 72 .O0a.r
L 02 00 01 B...
00 48 22 02 00
01 00 1E DB 28
0E 00 D0 OO 89
5B 31 FE FF 57
Events total:f,241 shown:6,241  Decoders: EmberZNet 5.10, ZigbeePro B 0B 00 00 61 1D
2B 87 9C EO0 BC
Time Type Summary MAC Src MAC Dest  Status A1 92 F& 1C 8C 14
R _ 04 07 D3 E4 92
£48,148323  Packet 802.15.4 Ack Dropped FD 04 05 00
648.135423  Packet Data 0000 560C Dropped
648.196416  Packet Packet Dropped
6423100428  Packet 0000 560C Dropped
6 66  Packet Dropped
648544640 Packet Dropped
648609920  Packet 0000 FFFF Dropped v Raw captured data (1 more)
£ Not Logged In Capture with adapter J...abs (440085333) M 'S @ © 2017 Silicon Labs
2. Click on one of the blue transactions.
3. Inthe Event Detail, expand IEEE802.15.4 and scroll down until you see the Destination PAN ID
4. Right-click on it, and select Add to filter.
5. Apply the filter by clicking the icon next to the green filter expression field, circled in the following image.
et 5.10, ZigbeePro - Simplicity Studio ™ - o X
= - P T O e T -+,
| bt g gl —aiﬁ'Vm'&DlanDdlll'&“‘}“i‘---“ SR E T Ié&.mol ¥
@ Z3SwitchSoc.isc &P J-Link Silicon Labs (440085388) @ D3lightSoc_3.isc &2 J-Link Silicon Labs (440085390) - "Live &2 = m]
0 saved filters... AND | fifteenFour.destPan == Ox6d3f B ¥=Na
o
m b Aah A, . M ' ks L 910s
Time:50.111093s  Real time:N/A Nodes:7 Event:ZigBee APS transaction PAN filter: 6D3F B E m B
NWK crypto: ROOT, 3E 66 AD 3615 A |
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Now when you press button 0 you can clearly see each event associated with the transaction.

<=2 Network Analyzer - Live capture streamStack version: EmberZNet 5,10, ZigbeePro - Simplicity Studio ™ - O x
Fle Edit Filters Window Help
CHRBE PR PFPIRP@ I-BRE-F -2~ @8 e T 0| Sllfldald PULAGE =28 T Z L » =
i % | ¥ Leuncher {} Simplicity IDE %, Network Analyzer
® Devices:2 2 | = O |[@ z3switchsocisc | @@ J-Link Siicon Labs (440085388) | @ Z3LightSoc 3isc | @@ J-Link Slicon Labs (440085390) | . "Live &3
% (5[4 % 38 £~ 1 2] |0saved filters...| AND | fifteenFour.destPan == 0x6d3f -
v <& J-Link Silican Labs (440085388) [studio]
« [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev ADT) S5§.p0
EFRI2MG12P332F10246L125 200 Lo
Wireless Starter Kit Mainboard (BRD4001A Rev AD1) Time:50.111093s  Real timeN/A Nodes:7 EventZigBee APS transaction PAN filter: D3F =] Evenmetan 8
~ « J-Link Silicon Labs (440085390) [capture] " NWK crypto: ROOT, 36 65 AD35 15 A |
~ [ EFR32MG12 2.4GHz 10 dBm (BRD4162A Rev AD1) o IEEE 802,15 4 [10 bytes
EFRI2MG12P332F10246L 125 . . [ [ . . . PHY Header: 0:30
Wireless Starter Kit Mainboard (BRDACOTA Rev ACT) 000440085330 000440085388 (9559) (14EA) (D000 (0C32) (7CAS Packet Length: 43
b0z Sviich BAN. (3EERy (IEEN) (3EED (3EE: Frame Control (x8351
PAN: 6D3F Frame Type: Data (1)
Security Ensbled: false
Frame Pending: false
Ack Required: true
Intra Pan: true
Frame Version: 2003 (0)
Reserved: 0x00
g 2 Destination Address Mode: €
Transactions  totald shown:4 - 8 Source Address Made: Short
T D 5 NWEK S NWK D PE Mz B¢ S Sequence: 072
ime urati...  Summary rc est tatus e T T
I 50111003 0079 ZCL Toggle 0001 0002 3 Short Destination Address: 0x00 v
@ 50158888 0042 ZCL: DefaultResponse 0002 0001 4 P 3
966655824 048 ZCL Toggle 0001 o002 3
966607888 0034  ZCL: DefaultResponse 0002 0001 3 RieDunple Sis]
FC 30 61 88 72
B3 02 00 01
00 48 22 02 00
01 00 1E DB 28
0E 00 00 00 89
5B 31 FE FF 57
Events totak9,501 shown:73 Decoders: EmberZNet 5,10, ZigheePro 5 0B 00 00 61 1D
2B 87 9C E0 BC
Time Type Summary MAC e MAC Dest  Status ~| 92 F6 1C 8C 14
) 04 07 03 E4 92
3.026838  Packet Link Status 0002 FFFF FD 04 05 00
950391960 Packet Link Status 0002 FFFF
966655824 Packet ZCL: Toggle 0001 0002
966607588 Packet ZCL: DefaultResponse 0002 0001
966701856 Packet APS Ack 0002 0001
966712728 Packet APS Ack 0001 o002
974318385 Packet Link Status 0002 FFFF 5 ———
© L NotLogged In Capture with adapter J..abs (440085383) [ /1 | © 2017 Silicon Labs

When analyzing more complex networks, you can drag and reposition the items shown in the map. By right-clicking on a device, you can
also show connectivity and add labels. Labelling is useful not only in map, but also in the log. To label the full log, click From beginning.

== Mode label

Enter label:

X

| Switch

(O Starting attime: | 50,111092

Cancel
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7 Next Steps

71 Example Applications

Explore configuring the example application to meet your needs. Much of the software configuration can be done through plugins. Select
a plugin to see more information about it and its configuration options, if any.

== Simplicity IDE - Z3LightSoc/Z3LightSoc.isc - Simplicity Studio ™ - ] X

- Qi ERI B4R

File Edit Mavigate Search Project Run Window Help & App Builder

il v B v - -

7 | Launcher | {} Simplicity IDE

[T Project Explorer 231 g% v= 08

& TiswitchSocisc | o *ZilightSocise 12 |

= g

> 2 Z3LightSoc [GNU ARM
> ﬁ Z35witchSoc [GMU ARM

1 - Default] [EFR3ZMG12PZ
2.1 - Default] [EFR3ZMG12}

< >

B Debug Adapters 52 | 3 Outline | =g

AREAXRBI-EE D
> J-Link Silicon Labs (440083386)

0 Silicon Labs Zigbee, version:6.6.0.0

< Preven

% General (o& ZCL Clusters (& Zigbee Stack (& Printing and CLI (. HAL ('ﬁa“ Plugins

S Callbacks ] % Includes ] % Other DpthnS] @ Bluetooth GATF]

Plugin configuration

Y

H,

T

v [@] % Common Clusters
[] <= Basic Server Cluster
] == Bulb user interface
O
[ <= Groups Server Cluster
[ =g Identify Cluster
[]=g= Identify Feedback
[]=g= Level Control Server Cluster
[1=g= Reporting, provides API: reporting
O
[]=g= Scenes Server Cluster
O+
~ []% Great Britain Companicn Specification
[J=¥= Comms Hub Function (CHF)
<

~

Use this section to select or unselect the plugins that you want to use in your application

Plugin:
Quality:

Description:

Details (double-click on files to show content):

‘f_ Problems ‘/9'1 Search ‘} Call Hierarchy

[ B Console 5

Adapter Pack Console

KB ~#BE-f-=08

boardSerial [1]=170400445 -
boardDate[1]=2017/2/3
inferPart[1l]=yes
}
v
< >

: Checking for software updates I = © 2018 Silicon Labs
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7.2  Hardware Configurator

Simplicity Studio offers a Hardware Configurator tool that allows you to easily configure new peripherals or change the properties of
existing ones. Hardware Configurator options are available on many of the HAL and 1/O plugins.

w7 Simplicity IDE - Z3LightSoc/Z3LightSoc.isc - Simpheity Studio ™

- m] b
Eide Edit Mavigate Search Project Bun  Window Help &% App Builder
- N-HR B2 - Gl =1 v o ov iR | 7| % Leuncher | [} Simplicity 0
‘() Praject Explarer ©1 ) S T = O || 8 Z35wichSocise _.; "ZiLightSocise =1 |

( T3LightSoc [
» 5% Z3SwitchSoc [GH

9 Sdicon Labs Zigbee, version:B.6.0.0

_& General 45. ZCL Clusters l& Zighee Stack l.:. Printing and CLI . HaL -3—- Plugins
Plugin configuration

Use this section to select or unsebect the plugins that you want to use in your applicaton

= -.‘.aun.mu' o In:ludu. L Olheroptions. 0 Bluetceth GMT.

|seria ® ’H-dmmfmﬁgllmnepe!dmlﬂnduleopﬁm- 2
- @% 10 g Peripheral ElEnabled  Properties of Serial
145> Serial, provides APE: serial SERIAL SERIAL
USARTO
USART1 Froperty Value ]
USARTZ e
USART3
LEUARTD Port for application serizl commu USARTD
< » Port for assent serial communicati Nene
- T 1 i Fal
1 Debug Adapters 3 | BE Outline =50 \ o Stte walTom Achay po B Fale = /
PHREOAXRD-ORBEE

J-Link Silicon Labs ($30085386) .DElﬂi (double-chck on files to show contentl:

& Located ot I::\.Sili.cunl.abs'\.5imr-'li:itySludiu‘LM_RC!‘\.rln'ﬂ|ﬂn=«\sdk€‘.g=~:lm_sdt_ium'-
& Per-architecture source files (17)

]

1 Problems ¥ Search -:‘ Call Hierarchy B Consale

kB mB~-m-=0
Adapter Pack Console
boardSerial [1)=1T0400445 L
boardDate [1]=2017/2/3

inferParc[l]=yes
¥

W
<

»
¢ & 2018 Silicon Labs

Note: If you change hardware configuration options your changes are saved to a temporary file. In order to have the changes included

in the project, you must check the Overwrite checkbox in the following dialog, displayed at the end of file generation.

Generation validation

AppBuilder has determined that the files listed below exist and would be changed. All selected files will be overwritten.

Owverwrite?  File

0

ChUsers\CAOWENS\SimplicityStudio\wd_rel. Staging_2968'73Light5Sec_3brd4161a_efr32mg12p432f1024g1125.hweonf

Create .bak files for all the files that get overwritten.
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You can also open the Hardware Configurator tool by double-clicking on the .hwconf file that was generated along with your other project
files or by clicking Open Hardware Configurator on the HAL tab (scroll down to the bottom of the tab). Some configuration options are
only available through the Hardware Configurator tool. Click DefaultMode Peripherals under the pin graphic to change to a peripherals
view.

=== Configurater - Z3SwitchSoc/efr32mg12p332f1024g11235. hweonf - Simplicity Studio ™ G m] o
File Edit Mavigate Search Project Run Window Help
HE- R | B XE R {3 | FitPage v i T | % Launcher {} Simplicity IDE - Configurator
i Project Explorer 52 = = = 0O ||@ 235witchSoc.isc L efri2mg12p3321024g1125 weonf 22 | = B ||3= Outline = = fa
& N S
g random.c ~ 3 w 5,7 DefaultMode -
[ security-address-cache.c DefaultMode Port I}O: PORTIO 5} Peripherals
[# security-cli.c I v {8 Portl/O
L senvice-discovery-common.c O NoNGONON W W ] # Porth
F i B R R e e i
Ly service-discovery-soc.c by # PortB
L stack-handier-stub.c , , ’ @ @ @ ’ _. , # PortC
> [ time-util.c "i ‘6 ‘“i‘ O 6 At OO0 0 @ # PortD
> ._!Etok\:n-d:f.c o ¥ W L # PortF
> g utilc @ @ ' . @ # Portl
[ Z3SwitchSoc_callbacks.c Lo - i # Port) bt
1 Z35witchSoc_endpoint_config.h O @ @ E ]
e % =z oW = Properts 5 Peripheral Map) b3 T |m]
» [ Z35witchSoc_tokens.h O Propertes i Paipheat Mapring —
(& Z35witchSoch ©
=
> g zcl-clic DefaultMode : FORTIO
B acle ! “’- Clacmpo  |[[omes CINeG AcMpoy || 2
L% zighee-device-commen.c . . e A
| T i mehn e w ||| NEG_AY
efrilmg12p332F1024g11
T ST opcy w ||| ] NEG_BY
© ef32mg1p2336256gmdE hweonf =
[] Z35witchSoc-postbuild_bat 1009w ||[[INEGCY
L,?’ Z35witchSoc-pastbuild.py
= 0 (PDE; NEG_DY
[=] Z35witchSoc-prebuild.bat ®@® v] || O nes
= I35witchSoc.ewd i omeny w |||[JouT
= Z35witchSoc.ewp : . , -.
8 T35witchSoc.eww s omes w | ||[]POSACMPOX
Z35witchSoc.isc - - (bop view!
e_ el - 125-pin BGA, 7«7 - (top wiew) socm v ||| Pos.Ax
s & DefauitMode Port (/0 th
< . > | e w ||| ] POS.BX
1% Problems 2 | B Console | v = l=.-. 20| | CIPos.cx
0 errors, 30 warnings, 1 other
Description - Resource Path Location Type v | CJPosDX
& Warnings (30 items) O acmpi eme v | || [CJNEGACMPTY
» i Infos(1item)
1oen wl|ICTNFG AY ¥
< >
;& NotLogged In : ¢ © 2017 Silicon Labs

See AN1115: Configuring Peripherals for 32-Bit Devices in Simplicity Studio for more information about the Hardware Configurator both
within the Simplicity IDE and as a separate tool.

7.3  Energy Profiler

You may also want to explore using the Energy Profiler tool. Energy Profiler provides energy debugging capability by displaying graphical
real-time energy consumption information. This can be particularly useful for developing a low-power application. See UG343: Multi-Node
Energy Profiler User’s Guide for more information.
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8 APPENDIX: SSv4 Installation and Overview

8.1 Install Simplicity Studio and the EmberZNet PRO Stack

1. Run the Simplicity Studio installation application.

2. When the Simplicity Studio installer first launches, it presents a License Agreement dialog. Accept the terms of the agreement and
click Next >.

Installer for Simplicity Studio w4

License Agreement
Pleaze read the following license agreement carefully.

SIMPLICITY STUDIO TERMS OF USE AMD PRIVACY STATEMEMT A
Werzion 20170305

BY USING SIMPLICITY STUDIO OR BY CLICKIMG "I ACCEPT THE TERMS OF LISE",
O ACCEPT AND AGREE TO BE BOUND AMD ABIDE BY THESE TERMS OF USE
AND PRIMACY STATEMENT. IF ¥OU DO MOT WaMT TO AGREE TO THESE TERMS

OF USE aMD PRIMACY STATEMEMT, w0U MUST EXIT SIMPLICITY STUDIO AMHD

WOT ACCESS OR USE SIMPLICITY STUDIO.

THESE TERMS OF USE COVER SOFTWARE, DOCUMENTATION AMD TOOLS
OFFERED BY SILICON LAEORATORIES IMC. ["SILICON LAES") AND THIRD

FARTIES FROM WHOM SILICON LABS HA5 OBTAIMED A LICEMSE TO DISTRIEUTE
[COLLECTIWELY "THE LICEMSED PRODUCTS"). IT APPLIES TO MIULTIPLE
SOFTWARE TYPES. YOUR RIGHTS AMD OBLIGATIONS FOR EACH TYPE OF v

AT AR AN ST AT N E C ) 1T AR IS T L L R S R P e ST T A T

()1 accept the terms of the license agreement Frint

®1 do not accept the terms of the license agreement

ImstallShield

< Back Mest » Cancel

3. Choose a destination location, click Next > and then click Install.

4. When the application launches, you are invited to log in. Log in using your support account username and password. Although you
can skip log in here, you must be logged in and have registered your development kit to download a protected stack such as Em-
berZNet PRO.

SILICON LABS

Welcome to Simplicity Studio

Leg in to your Silicon Labs account

Ermnail

Password

Skip log in for now =

| | You can log in later from the launcher.

| Legin |

Terms and Conditions

Create an Account  Forgot password?

(7) Why log in?
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5. After login, Simplicity Studio adds software information. Once initial software installation is complete, Simplicity Studio checks for

connected hardware. If you have the mainboard connected by USB cable, Simplicity Studio will detect the USB cable and prompt you
to download a Device Inspector. Click Yes.

e e S s

Device Inspector for B2 and EFME Hardware is required to communicate with an
attached USE adapter. Would you like to install it now?

6. After some additional items are installed, you are offered the option of installing by product group (step 7) or installing by device (step
8). Install by Product Group gives you a more targeted set of installation options.

== Installation Manager

Install by Device

Install by connecting or selecting devices

Install by Product Group

Install by selecting product groups
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7.

If you click Install by Product Group you are offered a list of product groups. Click the SDKs you want to install, or click Wireless &

RF to check all. Note that if you plan to work on Dynamic Multiprotocol examples you must install both the Zigbee and Bluetooth

product groups. Click Next and go to step 9.

s install Wizard

=]
X

Support lor Selacted Products
Select Developanent Dptiond bo i with yeur products.

1 €3 Blustooth "1 ¥ Zigbee
L1 i3 Proprietary O /fé Z-Wave

Selected Produdts: ---

Ripaired Diik Space ---

@) (7] | checktorpdutes|

w1 nstall Wizard

Suppor for Selected Products
Select Development Options to use with your prodiscts.

21 ) Buetooth

1 3 Proprietary

Selected Produds: 28

Download Sme 12268

< ¥ Zighee

O .(f‘o Z-Wave

Required Disk Space: 241 GB

x

cpa [ ][ E Cancal @ [ [reeerorvemsn] " ape e | R [ e
8. If you click Install by Device, an Install Device Support dialog appears. After a short delay, it shows your connected device. If the
connected device does not show, click Refresh. Select either a connected device, or search for a product and select it. When a
product is selected click >> to add it to the Selected Device pane. Simplicity Studio calculates available space required for installation.
You can also click a selected device and click << to remove it. Click Next to continue.
== Install Wizard o ® =1 Irnstall Wizard I %
Install Device Support Thetall Device Suppart
Salact the devi ikt ¥ e
|3 Connectud devices: Selctid devices= £ Cornccted devces: sekceddevers: .
EFRIINNG]2 240913 MIHE 19 dBim (BADA154A v ADE) I | EFRz2MG12 2400/515 MHz 19 dBm (BSD41544 Rev AD2) EFRAINGT2 2400515 Midr 16 dBin (BRD41A4A Rev AD2)
Product Searcke [Nty ]Beads  [FPams 9| Product Sesech:  EiGtx  [Bearck  EPan e
[ = Enter product name T
Avvilsble Products. - Avalable Preducs
- D K v D Kits
1 ARTIK 020 Bluetpoth Smat K6t (SIP-KITSLFOOT) = ARTIK 020 Bustooth. Sreurt Kit [29-KITSLFO0)
3 ARTIK 03 Mesh Networking Kit (SP-KITSZ6001) v ARTIE 030 Mesh Hebworking Kit (SIP-KITSZ0001)
) Blue Gecko BGM121 Wirehess Starter K (SLWSTAI024) . Blue BGN
1 Elue Gecien Modue Winsbess Starter Kit (SUNSTRE1014) £ Blue Gecka Module Wireleis Starter Kit [SLWSTEEIN4)
[=+] Suaster Kit (SLL v Blue Neeless Starter
¥ Blue Gecko Module Wireless Stacter Kit (SLWSTEEI01C) 2 Blue Wieless Starter K ]
1 CHOS1FI0N Development Kt (CH01FI00K) £ CB0S1F300 Development Kt (C3031F3000K)
o CHO51FI00 TootStck Daeghter Card (TOOLSTICKBA0DC) ) CE051F300 TewlStack Daughtes Caed {TOOLSTICKIODC)
e v £ i ek S ORINR
Selected Products: - Downloed Size Requied Disk Space - Selected Produscts: 54 Dovenlcad Siwe: 151 68 Required Dink Spaces 584 08
@[] [ooecktorpmes <[] ISR Conce @ [} [reckrortpanes me|[CHec ] SR ance
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9. The next dialog varies depending on whether you have signed in and registered your kit. If you have not signed in, you have no
access to restricted content and must sign in first

= Install Wizard

Installation Support Options

Content access.

Your access to content is shown below. Use the links to gain access.

Sign In for Software Access
Sian in
Clear Credentials
Sign In using your silabs.com user id for access to content.

Available Content

Access Granted @ 32 bit MCU Access Granted
Micrium 05 Signin ‘ Apple Homekit Sign In
Bluetaoth Mesh SDK Signln Bluetooth Mesh Android ADK Sign In
Bluetooth Signln ‘ EmberZNet (zighee) SignIn
Flex Signln Thread SignIn

Z-Wave SignIn

©© ©©©)

Click "Next™ to skip this step.

You do not have access to the above highlighted components, selected in the previous step.

@ [ [ checkfor Updates <Back New > Finish Cancel

If you have signed in but not registered the kit, you can see some restricted content but not EmberZNet. Click Register Kit.

= Install Wizard o X
Installation Support Options
Content access.
Veur access to content is shown below. Use the links to gain access.
Sign In for Software Access
Signed in as il com
Clear Credentials
You have successfully signed in. Access to content is listed below.
Available Content
Access Granted @ 32 bit MCU Access Granted
Register Kit
Micrium 0S @ #Apple Homekit Request Access
Access: 1 of 6 components
@ Bluetooth Mesh SDK Access Granted @ Bluetooth Mesh Andreid ADK Access Granted
@ Bluetooth Access Granted ‘ Ember?ZNet (zighee) Register Kit
@ Flex Access Granted Thread Register Kit
Z-Wave Request Access
You do not have access to the above highlighted components, selected in the previous step.
@ ﬂﬁ Check for Updates « Back Next > Finish Cancel
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10. If you have already signed in and registered your kit, and see EmberZNet on the list of accessible components, click Next.

=2 Install Wizard a X

Installation Suppart Options

Content access,

Your access to content is shown below. Use the links to gain access.

Sign In for Software Access
Signed in as cjowens325b@gmail com
cl
Vou have successfully signed in. Access to content is listed below,

Available Content

Actess Granted 32 bit MCU Access Granted
Register Kit
Micrium 0S Apple Homelit Request Access
Access: 1 of 6 components
Bluetooth Mesh SDK Access Granted Bluetooth Mesh Android ADK Access Granted
Bluetooth Access Granted EmberZNet (zighee) Access Granted
Flex Access Granted Thread Access Granted
Z-Wave Request Access

@ ﬂh Check for Updates < Back Next > Finish Cancel

The Installation Options dialog shows the tools and software packages that can be installed (your versions may be different). The
following figure shows Installation options after selecting the Zigbee product group.

== Install Wizard [m] X

Installation Options
Select the options you would like to use within Simplicity Studa

SWO Terminal Tool - 4.2.0 Micrium OS Kernel - 5.8.0

Simplicity Studio SWO Terminal Silicon Labs Micrium OS Kernel
@ 1AR ARM Toolchain Integration - 42.5 @ Simplicity Energy Profiler for Exx32 - 4.2.7
This package allows you to use the IAR ARM Simplicity Studio Energy Profiler for Exi32

toolchain from the Simlicity Studio IDE

EmberZNet SDK - 6.7.0.0 @ GNU ARM Toolchain (v7.2.2017.q4) - 7.2.2017.q4

Silicon Labs EmberZNet SDK 7.2.2017.q4 version 7.2.2017.q4

ﬁ IAR Embedded Workbench Integration - 4.2.2

Support of IAR Embedded Workbench in Simplicity Studio.

Optional =
v
O Simplicity Battery Estimator - 42.1 [ 1) SeggerSystemView Integration - 4.2.0
Simplicity Studio Battery Estimator Segger SystemView for profiling and analysis of an

embedded system.

O @ Micrium uC/Probe - 47.0.0 O Thunderboard Sense Zighee Demo - 1.0.13

Graphical Live Watch Tool - Allows you to Thunderbosrd Sense Zigbee Dermo Application

creste s dashboard for your embedded

application

11T Simolct Capacitve Sense Profer - 43.2 v
(@ )} | Checkfor Updates <Back Next > Finish Cancel
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The following figure show Installation Options after selecting an EFR32MG device.

==+ Install Wizard

Installation Opfions
Select the options you would like to use within Simplicity Studio.

Filter by product selection in previous step

GNU ARM Toolchain (v7.2.2017.q4) - 7.2.2017.q4

7.2.2017.q4 version 7.2.2017.q4

Micrium OS Kernel - 5.8.0

silicon Labs Micrium OS Kemel

Bluetooth Mesh SDK - 1.6.0.0

Bluetooth Mesh Software Development Kit

Install Location | Browse..

EmberZNet SDK - 6.7.0.0

Silicon Labs EmberZNet SDK

Simplicity Capacitive Sense Profiler - 4.3.2

Simplicity Capacitive Sense Profiler

IAR ARM Toolchain Integration - 4.2.5

This package allows you to use the IAR ARM
toolchain fram the Simplicity Studio IDE

32 bit MCU SDK - 5.2.2.0

Silicon Labs 32 bit MCU 5DK.

Bluetooth Mesh ADK - 2.2.0.0

Bluetooth Mesh ADK

Bluetooth SDK - 2.13.0.0

Bluetooth Software Development Kit

Flex SDK - 2.7.0.0

Silicon Labs Flex SDK

SWO Terminal Tool - 4.2.0

Simplicity Studic SWO Terminal

Keil uVision Integration - 4.2.2
Support of Keil uVision in Simplicity Studio

@ {Iﬁ Check for Updates

< Back Next » Einish Cancel

In both views you can uncheck anything you don’t want to install. If you have installed by Product Group, the selection is filtered more
specifically to your needs than if you have installed by device, and installing all checked options is recommended. If you have installed

by device, and are unchecking items:

¢ If you plan to use GCC, leave GNU ARM Toolchain checked.
¢ If you plan to work on Dynamic Multiprotocol examples, leave Bluetooth SDK checked.
Click Next >.

Note: Previous stack versions are shown under Other Options.
11. Studio displays a Review Licenses dialog. Accept the licenses shown and click Finish. Note that this dialog will present again if in

the future you install a component with a separate license.

== Install Wizard

Review Licenses

Licenses must be reviewed and accepted before the software can be installed.

Licenses:

Decline License

@

Accept
o

> Master Software License Agreement

Accept All Decline All

License text:

MASTER SOFTWARE LICENSE
AGREEMENT

Version 20170905

THIS MASTER SOFTWARE LICENSE AGREEMENT
(“AGREEMENT”) GOVERNS YOUR USE OF THE
LICENSED MATERIALS. INSTALLING, COPYING OR
OTHERWISE USING THE SOFTWARE, INDICATES YOUR
ACCEPTANCE OF THE TERMS OF THIS AGREEMENT
REGARDLESS OF WHETHER YOU CLICK THE “ACCEPT”
BUTTON. IF YOU DO NOT AGREE WITH THESE TERMS
AND CONDITIONS OR IF YOU ARE NOT AUTHORIZED
TO ACCEPT THE TERMS OF THIS LICENSE ON BEHALF
OF YOUR EMPLOYER, DECLINE THE LICENSE TERMS
AND DO NOT USE THE SOFTWARE OR
DOCUMENTATION. THESE TERMS GOVERN YOUR
CONTINUED USE OF THE LICENSED MATERIALS THAT
YOU DOWNLOAD NOW OR IN THE FUTURE, INCLUDING
SUCH ADDITIONAL SOFTWARE MADE AVAILABLE TO
YOU THROUGH THE LICENSED MATERIALS YOU HAVE
SELECTED, AND ALL UPDATES AND VERSIONS OF SUCH
SOFTWARE.

1. Definitions.

Print

Next > Finish Cancel
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Installation takes several minutes. During installation, Simplicity Studio offers you viewing and reading options to learn more about
the environment.

oW
Installation

While you wait, here are some materials to help you get started with Simplicity Studio.

simplicity Studio Guide
Mastering Simplicity Studio - Understanding hardware and so... = Silicon Labs Community

Maker's Guide to the IoT

Loading metadata.

12. After installation is complete, restart Simplicity Studio.

13. When Simplicity Studio restarts, you are invited to take a tour. To clear this option now or at any time during or after the tour, click
Exit tour.

Welcome to Simplicity Studio

This tour will show you some of the main features of Simplicity Studio.

Take the Tour >
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14. The Launcher perspective opens, but it is not yet fully populated. Click a device in the Debug Adapters tab or find and select a part in
the My Products tab. Note that USB-connected devices are identified as J-Link devices as shown.

== Launcher - Simplicity Studio ™ - [m] X
File Fdit Navinate Search Project Run  Window Help

cjowens325@earthlink.net -I} ._‘_ o |595'Ch | EH 1% Launcher
i Debug Adapters. =)

Welcome to Simplicity Studio

SECAXXB-OBPORE
i

> J-Link Silicon Labs (440085386)

Towview content, select a kitor board in the Debug Adapters or My Products view.

Recent Projects =

Getting Started | Documentation | Compatible Tools | Resources

Demos - ] = - v =

SDK Documentation

- Y=

|E5 My Products| (5 & XEoE®E"= O|

Software Examples

|
| Enter product name |

Select a kit, board, or device to view content

Change Preferred SDK

Select a kit, board, or device to view content

Change Prefemred SDK
Change Preferred IDE

Select a kit, board, or device to view content

Change Preferred SDK

i @ 2019 Silicon Labs
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15. The Launcher perspective then is populated with the software components and functionality associated with your hardware and
stack. Note if you see Stackless applications, click the link to change the preferred SDK, as described in section 8.4 Changing the
Preferred SDK. Update your device firmware as described in section 8.5 Updating Adapter Firmware.

== Launcher - Simplicity Studio ™ — m] X
File Edit MNavigate Search Project Run Window Help
cjowens325@earthlinknet » LF 8, F Search | £ | Launcher
il-t Debug Adapters =8

sxoaxge-oeos J-Link Silicon Labs (440085386)
> J-Link Silicon Labs (440085386)

Prefered SDK:  Gecko SDK Suite v2.7.0: EmberZNet 6.7.0.0, Micrium 0S Kemel
Click here to change the preferred SDK.

Debug Mode: MCU Change
Adapter Firmware Version: 1v3p3b928 No local adapter firmware available. Dovwnload

Getting Started | Documentation ‘ Compatible Tools | Resources |

- - Y] = - — i -— —
CMyProducts| S X E @ - O Demos + ¥l = Software Examples % ¥/ = SDK Documentation + M=
Ent duct
M proTee Tome | - Emberznetspkez00 ~ EmberZNet SDK 6.7.0.0 ~ EmberZNet SDK 6.7.0.0 "
EmberZNet 6.7.0.0 GA SoC EmberZNet 6.7.0.0 GA » APl References
Demos » Green Power Device » Application Notes
Framework Examples PP
EmberZNet 6.7.0.0 GA » Fundamentals
, Nelw_ork_Cupmcessol {NCP) v Getting Started
Application Framework » Quick Start Guides
Examples
, EmberZNet6.7.0.0 GA SoC ¢ Release Notes
Examples v User's Guides
» Gecko Bootloader 1.10.0 » Gecko Bootloader 1.10.0
Gecko Bootloader » APl References
Examples o
* Micrium OS5 Kernel 5.8.0
» APl RBoforanroc b4
t : ¢ @ 2019 Silicon Labs

8.2  Functionality in the Launcher Perspective

Perspectives are made up of a number of tiles or panes, called views, as well as the content in those views. You can perform a number
of functions in the Launcher Perspective, shown in the following figure. Additional information on some of these is provided later in the
section. Note: Your installed version may be different than the version shown in the graphics in this section.

On the toolbar (1) you can:

e Signin or out

e Open application settings (cog icon)

e Update your software and firmware (down-arrow icon, see section 8.3 Updating Software/New Elements for more information)

¢ Open the Tools menu (wrench icon) to access tools such as Simplicity Commander or Energy Profiler.

e Search for information online, including entries in the Community forums.

e Change perspectives (2). As you open the Simplicity IDE or other tools, buttons for their perspectives are displayed in the upper right.
Use those buttons to easily navigate back to the Launcher perspective or to other perspectives. You can change the layouts of various
perspectives by expanding or relocating views, or adding or removing views. To return to the default layout, right-click the active
perspective button in the upper right and select Reset.

In the main view you can:

¢ Change your preferred SDK (3, see section 8.4 Changing the Preferred SDK for more information - legacy functionality, rarely used).

e Change debug mode (4).

e Update adapter firmware (5, see section 8.5 Updating Adapter Firmware for more information).
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e Create solutions of multiple parts (6). If you are developing for complex networks with a number of different parts involved, you can
add them all to the solution and then select the one you are working on from the list. You do not need to have the hardware connected
to your computer.

e Access demos, examples, documentation, and other resources from the Getting Started and other tabs (7).

- =
Use the above controls to manage groups of items (Collapse All, Expand All, Customize, and Show All, respectively). See section 8.6
Accessing Documentation and Other Resources for more information.

==» Launcher - Simplicity Studio ™ - [m] e

Eile Edit Navigate Search Prgl Bun Window Help
cjowens325@earthlink.net - F iSea.’ch | o 75 | | % Launcher
@IMqu.-ptm e : . |
sxoaxme-oeas J-Link Silicon Labs (440085386)
J-Link Silicon Labs (440085386}
Preferred SDE;  Geg K Suite w2,7.0; EmberZMNet 6.7.0.0, Micnum 05 Kemel
Click here to change @efc—rred SDE.
Debug Mode; MCL Change

Adapter Firrnware Version: 1w3p3b928 Mo local adapter firrmware available. Download

NewProject

(ﬂng Started | Documentation | Compatible Tools | Resources |

o Myproduclso 54+ X& o m= ol Demos = 4 ¥/ = Software Examples = 4 [¥/ = SDK Documentation - =
Enter product name i
+ EmberiNet SDK 6.7.0.0 « EmberdNet SDK 6.7.0.0 + EmberZMNet SDK 6.7.0.0 -
v EmberZNet 6.7.0.0 GA SoC Demos EmberZMet 6.7.0.0 GA Green » APl References
» Power Device Framework i haE AL Not
Examplas pplication e s
EmberZMNet 6.7.0.0 GA Network S pamCRmeniat
¢ Coprocessor (NCP) Application » Gefling Started
Framewark Exmples » Quick Stan Guides
» EmberZMet 6.7.0.0 GA SoC » Relsase Noles
Examples
» User's Guides

« Gecko Bootloader 1.10.0
» Gecko Bootloader Examples = Gecko Bootloader 1.10.0
» APl References

~ Micrium OS Kemel 5.8.0 9

| - cjowensi25@earthlink.net i £ @ 2019 Silicon Labs |

8.3  Updating Software/New Elements

The Update Software icon will be red if updates to installed components are available. If Simplicity Studio detects an available update,
and you are in another perspective, you will be notified that an update is available.
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to return to this dialog. Note that Simplicity Studio does not show you options, such as the GNU ARM Toolchain, that have already been
installed.

=+ Installation Manager *

Install by Device

Install by connecting or selecting devices

Install by Product Group

Install by selecting product groups

Package Manager

Install or uninstall individual components

Cancel

Simplicity Studio shows you available updates or SDKs in the Package Manager dialog. You can update all or select individual updates

for installation. Click the tabs in the Package Manager dialog to see other components available for installation. Use the filters to reduce
long lists.

se+ Package Marnger o %

| Product Updates | SDKs | Early Access | Tools | Assets|

= 8051 SDK-4.1.7 |
& Install |
Silicon Laks 8051 SDK
Install Loeation:  C:\Silsconl developersdies B0S T, 1.7 |ﬁ¢mn..
* Release Notes

32-bitMCU SDK-59.0.0 & Install

Silicon Labs 32-bit MCU SDK for EFM32 and EZRI2
+ Release Notes

Access: | of 6 components

@ Micrium 05 -5.8.0 B Uninstall

Silicon Labs Micrium 05

Access Granted

@ Bluetooth Mesh SDK - 1.6.0.0 & Inswall |
=

{?_"f Check for Updates Close
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8.4 Changing the Preferred SDK

Use this function if on startup Simplicity Studio defaults to Stackless applications. Otherwise, most Silicon Labs protocol stack users will
have one SDK available to them, the Gecko SDK Suite.

- O x
5DK Selection
Select the preferred SDK to be used for Demos and Software Examples
MName Version Location
{ Bl Gecko SDK Suite: Bluetooth 2.6....  2.0.0 CaSiliconLabs\SimplicityStudic\wd\developer\sdks\gecko_sdk_suite\v2.0\
=i MNone 0.0.0 (none)
=i Stackless applications 1.0.0 (none)
@ Manage SDKs...

Within that suite you can have multiple protocols installed. The protocol used in any given instance is controlled either by the example
you select, or the stack you select if you go through the ‘New Project’ interface. In general, you should add or remove protocol stacks

through the Simplicity Studio update manager. If you need to install a stack or the Gecko SDK Suite outside of the normal installation
process, you will receive separate instructions.

8.5 Updating Adapter Firmware

Initially the Launcher perspective may display “No local adapter firmware available.” Click Download to download any updates.

##= Launcher - Simplicity Studio ™

- o *
File Edit Navigate Search Project Run Window Help
Signin -~ {3 & F |Search : [ | | #% Launcher {} Simplicity IDE
) De\dces:i. =8

e ecowwEE e ) | ink Silicon Labs (440085388)

J-Link Silicen Labs (440083390) Preferred SDK: Gecko SDK Suite w1.1.0: EmberZMNet 5.10.0.0 Click here to change the preferred SDE.

& RACLL Ch Sads
Adapter Firmware Version: 1v0p3b&64 Mo local adapter firmware svailable, Download ]

If an update is available, click Install to install the firmware.

=== Launcher - Simplicity Studie ™

- =] X
Eile Edit Mavigate Search Project Bun  Window Help
Signin £+ & F |553"3“ 5 | % Launcher {} Simplicity IDE
® Devices: 2 =0

e oaxsa-me | ink Silicon Labs (440085388)

J-Link Silicon Labs (440085390) Frefemed SDK: Gecko SDK Suite v1.1.0; EmberZNet 51000 Click hera to change the prefered SDK

n - pacy Chacoe
Ix‘-:ap! er Firmware Version:  1v0p3b664 Updated adapter firmware available. [nstall ]

Once you have installed a current update, the version is displayed. Simplicity Studio will notify you if another firmware update is available.
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8.6  Accessing Documentation and Other Resources

The Getting Started tab provides access to demos, example applications, and stack-related documentation. To show/hide specific cat-
egories, click the checkbox. Select or deselect categories, then click OK.

==+ Document Preferences Dialog X

Document Preferences

Use this dialeg to customize your decument preferences

Check the categories you would like to display.

Preferred SDK: Gecko SDK Suite v2.4.0: EmberZNet 6.4.0.0, Micrium OS5 Kernel

Category Documents Select All
~ Micrium OS Kernel 5.5.0
AP| References 4 Unselect Al
Getting Started 1
v Gecko Bootloader 1.7.0
AP| References 1
v EmberZMet SDK 6.4.0.0
AP| References 5
Application Notes 34
Fundamentals "
Getting Started 1
Quick Start Guides 2
Release Notes 1
User's Guides 10

sz

The Documentation tab lists all documentation on the right, including documents on the hardware platform you are using as well as the
SDK documents. Documents you select as favorites are shown on the left. Click the star icon on any document to move it to the My
Favorite Documents list.

<= Launcher - Simplicity Studio ™ — O X
File Edit Navigate Search Project Run Window Help

CSignin v £ 8 F [Search | & | £ Launcher
#f Debug Adapters| =0

sxoaxsa-oeae J-Link Silicon Labs (440050127)

J-Link Silicon Labs (440050127)

Preferred SDK:  Gecko SDK Suite v2.5.0: EmberZNet 6.5.0.0
Click here to change the preferred SDK.

Debug Mode MCU Change
Adapter Firmware Version: 1v3p3b928 Mo local adapter firmware available. Download

Getting Started | Documentation | Compatible Tools | Resources

My Favorite Documents =% & Al Documents -+=

No documents have been favorited. Click the Favorite'icon to add a document Gecko SDK Suite v2.5.0: EmberZNet 6.5.0.0
here. J-Link Silicon Labs (440050127)

£ My Products EEE TN » APl References
Application Notes

Data Sheets

Errata

Example Code
Fundamentals

Quick Start Guides
Reference Manuals
Release Notes

Schematic and Layout Files
User's Guides

‘White Papers

Enter product name

| P Not Logged In ! ¢ ® 2018 Silicon Labs
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The Compatible Tools tab is an alternative way to access the tools available through the Tools dropdown.

<= Launcher - Simplicity Studio ™ - u] x

File Edit Navigate Search Project Run Window Help
! & | # Launcher

Sonin - 53
P % awwe-me-«  J-Link Silicon Labs (440050127)

J-Link Silicon Labs (44005012
¢ L Preferred SDK: Gecko SDK Suite v2.5.0: EmberZNet 6.5.0.0
Click here to change the preferred SDK.

Debug Mode MCU Change
Adapter Firmware Version: 1v3p3b928 No local adapter firmware available. Download

Getting Started | Documentation | Compatible Tools | Resources
To view all available tools, click the Tools' button in the main toolbar. [add/Remove Toold €

’ Simplicity Commander Simplicity IDE Device Console
Launches the Simplicity IDE Console for interaction with the remote device

(9 My Products, G+ a5 =a Open Simplicity Commander

Enter product name
Migrate Projects

Network Analyzer Application Builder
Tools for capturing and analyzing network activity Create an embedded software framework application Migrate v3 projects

Energy Profiler Flash Programmer Hardware Configurator
The Simplicity Profiler is a tool developed to let Hardware Configurator is a peripheral, pin and
developers quickly visualize the energy consumption crossbar canfiguration tool that generates

n their applications and perform optimizations to nitialization code organized into modes

reduce power consumption

Flash Programmer is a utility to flash or erase any part

: © 2018 Silicon Labs

< Not Logged In
The Resources tab provides access to support, marketing collateral, and the Silicon Labs community.

=+ Launcher - Simplicity Studio ™ - [u] X

File Edit Navigate Search Project Run Window Help
¢ & |/ Launcher

T
T % awws-msos J-Link Silicon Labs (440050127)

J-Link Silicon Labs (44005012
( 2 Preferred SDK: Gecko SDK Suite v2.5.0: EmberZNet 6.5.0.0
Click here to change the preferred SDK.

Debug Mode MCU Change
Adapter Firmware Version: 1v3p3b928 No local adapter firmware available. Download

Getting Started | Documentation | Compatible Tools | Resources

[ el

Watch later ~ Share

@ Simplicity Studio 4 - A better Embedded Developer Experience - from S..

Technical Support

=g
SivEoducty Sodas Presentations and Brochures

Enter product name

Silicon Labs Community

£ palicity Studio 4

| © 2018 Silicon Labs

| & NotLogged In
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Disclaimer

Silicon Labs intends to provide customers with the latest, accurate, and in-depth documentation of all peripherals and modules available for system and software imple-
menters using or intending to use the Silicon Labs products. Characterization data, available modules and peripherals, memory sizes and memory addresses refer to each
specific device, and “Typical” parameters provided can and do vary in different applications. Application examples described herein are for illustrative purposes only. Silicon
Labs reserves the right to make changes without further notice to the product information, specifications, and descriptions herein, and does not give warranties as to the
accuracy or completeness of the included information. Without prior notification, Silicon Labs may update product firmware during the manufacturing process for security or
reliability reasons. Such changes will not alter the specifications or the performance of the product. Silicon Labs shall have no liability for the consequences of use of the infor-
mation supplied in this document. This document does notimply or expressly grant any license to design or fabricate any integrated circuits. The products are not designed or
authorized to be used within any FDA Class Il devices, applications for which FDA premarket approval is required or Life Support Systems without the specific written consent
of Silicon Labs. A “Life Support System” is any product or system intended to support or sustain life and/or health, which, if it fails, can be reasonably expected to result in
significant personalinjury or death. Silicon Labs products are not designed or authorized for military applications. Silicon Labs products shall under no circumstances be used
in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles capable of delivering such weapons. Silicon Labs disclaims
allexpress and implied warranties and shall not be responsible or liable for any injuries or damages related to use of a Silicon Labs product in such unauthorized applications.
Note: This content may contain offensive terminology thatis now obsolete. Silicon Labs is replacing these terms with inclusive language wherever possible. For more
information, visit www.silabs.com/about-us/inclusive-lexicon-project

Trademark Information

Silicon Laboratories Inc.®, Silicon Laboratories®, Silicon Labs®, SiLabs®and the Silicon Labs logo®, Bluegiga®, Bluegiga Logo®, EFM®, EFM32®, EFR, Ember®, Energy Micro, Energy
Micro logo and combinations thereof, “the world’s most energy friendly microcontrollers”, Redpine Signals®, WiSeConnect, n-Link, ThreadArch®, EZLink®, EZRadio®, EZRadioPRO®,
Gecko®, Gecko OS, Gecko OS Studio, Precision32®, Simplicity Studio®, Telegesis, the Telegesis Logo® USBXpress®, Zentri, the Zentri logo and Zentri DMS, Z-Wave®, and others
are trademarks or registered trademarks of Silicon Labs. ARM, CORTEX, Cortex-M3 and THUMB are trademarks or registered trademarks of ARM Holdings. Keil is a registered
trademark of ARM Limited. Wi-Fiis a registered trademark of the Wi-Fi Alliance. All other products or brand names mentioned herein are trademarks of their respective holders.
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